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PREFACE

Short title

ThisGuidelinemay becited asGuidelineNo. 01-2006 BUP/SM L : Anti-Money L aundering.

Authorisation

The Guiddineisissuedintermsof Bank Use Promotion and Suppression Money Laundering Act
[Chapter 24:24].

Application

ThisGuideineappliestodl Financial and Non Financia ingtitutions. Wherever theterm* bank(s)” or
“Ingtitution(s)” isused inthe Guideline, it shall also beread to include non-bank banking institutions
that are designated and monitored under various pieces of legidation within Zimbabweincluding
Holding Companies.

Reporting

All reportsand any enquiries of suspicioustransactionswhether inrelation to money laundering or
terrorist financing should bemadeto:

TheDivisgonChief

Reserve Bank of Zimbabwe

Financid Intdligence, Ingpectorate and Eva uation Unit
80 Samora Machel Avenue

HARARE

Email: mchiremba@rbz.co.zw. Thiscould be copied to the Head of Anti-money Laundering on
e-mail; jnyamuchanja@rbz.co.zw

DEFINITIONS
ThefollowingtermsusedinthisGuiddineshdl betakento havethe meaning assgned to them hereunder:

Financial ingtitutionsmean

a) any bankingingtitutionregistered or requiredto beregistered intermsof the Banking Act Chapter
24

b) any building Society registered or required to beregistered intermsof the Building societiesAct
Chapter 24.02

¢) ThePeople’'sOwn Savings Bank established in terms of the People’s Own Saving Bank of
ZimbabweAct Chapter 24.22

d) TheReserveBank



Non-financial businessesand pr ofessionsmeans:

a. Cadnos(whichasoincludesinternet casinos).

b. Red estateagents.

c. Dedersinpreciousmetds.

d. Dedersinpreciousstones.

e. Lawyers, notaries, other independent legal professionalsand accountants—thisrefersto sole
practitioners, partnersor employed professional swithin professional firms. Itisnot meant to
referto‘interna’ profess ondsthat areemployeesof other typesof businesses, nor to professonds
working for government agencies, who may already be subject to measuresthat would combat
money laundering.

f. Trust Companies

I ngtitution refersto Non-financia busi nesses, professonsand Financia Ingtitutions

Money launderingisan activity which hasor likely to havethe effect of concedling or disguisingthe
nature, source, location, disposition or movement of the proceedsof unlawful activitiesor any interest
which anyone hasin such proceeds.

Cash dealersrefersto any institution involved in bulk dealing in cash and theseinclude money
transfersagencies, bureau de change, etc

ReserveBank” refersto the Reserve Bank of Zimbabwe established intermsof the Reserve Bank
of ZimbabweAct [Chapter 22:15].



1.0 EXECUTIVE SUMMARY

1.1

1.2

1.3.

14.

TheAnti-Money Laundering Guidelineissued by theFinancid Intelligence, Ingpectorateand Evauation
Unit provide aframework within which most activitiesto combat the undesirable phenomenon of
money laundering by designated ingtitutionsand individual s can be executed.

Thedifferent formsand stagesof money laundering are characterized by such dynamismwhichcalls
upon theissuing authority to continuoudy review theminliaisonwith all stakeholders.

Theguiddinesdefinemoney laundering asan activity which hasor likely to havetheeffect of conceding
or disguising thenature, source, location, digoosition or movement of the proceedsof unlawful activities
or any interest which anyone hasin such proceeds.

However, it must be pointed out that, these guidelines are the minimum requirements and management
isexpected to keep itsdlf abreast with the anti-money laundering developments.



2.0

2.1

2.2.

2.3.

2.3.1.
2.3.2.
2.3.3.
2.34.
2.35.
2.3.6.

24.

2.5.

2.6.

2.7.

2.8.

2.9.

2.10.

2.11.

INTRODUCTION

The Republic of Zimbabwe asamember of Eastern, Southern African Anti-Money L aundering
Group (ESAAML G) iscommitted tothefight against money laundering and thefinancing of terrorism
andiscurrently working onitslegidation and relevant structuresto meet regional and international
requirements.

Todemongrateitsfirmwillingnessto combat money laundering and terrorist financing, Zimbabwehas
sofar putin placethefollowing piecesof legidation.

These include;

Serious Offences (Confiscation of Profits) Act (Chapter11:90)
Prevention of CorruptionAct; (Chapter 9:16)

Crimina Matters(Mutua AssistanceAct); (Chapter 9:12)

Public Order and Security Act; (Chapter 11:17)

Bank Use Promotion and Suppression of Money LaunderingAct; and
Anti-Corruption and Anti-Monopolies.

Zimbabwethrough its Central Bank, the Reserve Bank of Zimbabwe, had however been proactiveas
far back astheyear 2002, when Anti-Money Laundering Guidelineswere devel oped and distributed
inNovember of thesameyear, tofinancia ingtitutions.

Thecommercid banks, merchant banks, buil ding soci eties have been reporting suspicioustransactions
(STRs) since 2001 and wereformally designated following the Bank Use Promotion and Suppression
of Money Laundering Act of April 2004.

Other deposit taking entitiesincluding Law Firms, Accounting Firms, Insurance companies, Asset
management companies, casinos, have a so been designated.

Thuseach ingtitution appointsaMoney Laundering or Suspicious Transactions Reporting Officer,
informsReserve Bank of contact detail sof respective officer(s) through theFI.1.E. Unit, which checks
on compliancewith procedures and reporting standards.

Inorder togivefull attention to theissue of money laundering and financing of terrorisminlinewiththe
international trends, Zimbabwe promulgated the Bank Use Promotion and Suppression of Money
Laundering Act (Chapter 24:24) of April 2004 which led to the establishment of F.I.1.E. Unit within
the Reserve Bank of Zimbabwe, which recelvesreportsof suspicioustransactions.

Part IV of theAct whichisthe Suppression of Money laundering. ThisUnitinother jurisdictionsis
referredto asaFinancia Intelligence Unit or centre.

TheAct promotestheuse by the public of Financia Institutionswhichwill makeit easier to detect
laundered proceeds. TheAct aso givespowersto the Director toissuedirectivestofinancid ingtitutions
relating to bank use.

Furthermore, the Act encourages Banking I nstitutionsto know their customers (K'Y C). Under this
Act, no personisalowedto hoard hard currency. Banking indtitutionsare mandated to report suspicious
monetary transactionsto the Unit.



2.12.

2.13.

2.14.

2.15.

Financia and non-financial institutionsand corporatesthat accept cash depositsfromthe public are
obliged to establish and maintain customer records.

Theestablishment of the Unit focused on dedling with the various chal lengesfacing the Zimbabwean
economy whichincluded local cash and foreign currency shortages, parallel market activities, under
invoicing of exports, over invoicing of importsand out right externalization of foreign currency.

Theseactivitiesthreaten to derall nationa effortsaimed at economic revival and constitute potential
ground for money laundering activities.

Withregard toterrorism, the Government isyet to ratify thefollowing United Nations Conventions,

2.15.1. The Convention of the Suppression of Unlawful Seizureof Aircraft;

2.15.2. The Conventionfor the Suppression of financing of International Terrorism (1999);

2.15.3. The Convention on Offences and Certain Other Actscommitted on board an aircraft; and,

2.15.4. TheProtocol for the Suppression of Unlawful actsof Violenceat Airports Serving Internationa Civil

2.16.

3.0

3.1

3.2.

3.3.

3.4.

Aviationissupplementary to the convention for the Suppression of Unlawful Act againgt the Safety of
Civil Aviationof 1971.

Currently the prosecution of financing of terrorismisconducted using the Public Order and Security
Actwhich providesfor thecrimindization of terrorist activities, including thosewho harbor, assist or
fail toreport the presence of terroristsin Zimbabwe.

PURPOSE AND STATUS OF THE GUIDANCE NOTES

Theseguiddlineson Anti-Money Laundering and combating the Financing of Terrorismare;

(@ Issuedtofinancid ingtitutionsand non-financid ingtitutionsby the Reserve Bank of Zimbabweby
virtue of powersconferred it by sections 24 and 26 of the Bank Use Promotion and Suppression
of Money LaunderingAct.

(b) They should bein continuance of the existing guideineswhich shall be replaced by these new
guiddines

© Thesenew guiddineswill comeintoforceon 1% April 2006 and will be binding onfinancia and
non-financid inditutions

Theguiddinesoutlinethe requirements, appropriateto the Bank Use Promotion and Suppression of

Money LaunderingAct of April 2004.

For the purposes of these guiddlinesfinancial and non-financia ingtitution havethesame meaningas
inthe Bank Use Promotion and Suppression of Money LaunderingAct.

Theseguiddinesareastatement of the minimum standardsexpected of dl financial and non-financid
inditutions



3.5.

3.6.

3.7.

4.0

4.1.

4.1.1.

4.1.2.

4.1.3.

4.2.

The Reserve Bank of Zimbabweintheexerciseof itssupervisory dutieswill monitor adherenceto
these guidelinesand failureto measure up to the standards contained in these guidelineswill bedealt
withinlinewiththe appropriate penalties.

Itisacrimind offencefor financia ingtitutionsand non-financid ingtitutionstofail to take measuresas

contained intheguideinesto prevent their ingtitutionsor the servicesthar ingtitutionsoffer from being
used to commit or to facilitate the process of money laundering.

Itisrecognized that for the guidelinesto be effective they need to bereviewed on aregular basisto

reflect changing circumstancesin the environment. Revisonsand updateswill becommunicatedtoall
thestakeholders(financid and non-financia ingtitutionsasand when necessary).

MONEY LAUNDERING

Variousdefinitionson anti-money laundering

Money Laundering isabout concealing the proceeds of crime.

Theanti-money laundering act definesmoney laundering asan activity which hasor likely to have
the effect of concealing or disguising the nature, source, location, disposition or movement of the

proceeds of unlawful activitiesor any interest which anyone hasin such proceeds.

Money laundering isalso defined asaprocess by which crimina sattempt to concedl thetrueorigin
and ownership of theproceedsof their criminal activities.

(@ If undertaken successfully, it allowsthem to maintain control over those proceedsand ultimately
providesthem with alegitimate cover for their source of income.

(b) Money launderersexploit weaknessesinlegidative and ingtitutional frameworksboth domestic
andinternationdl.

(¢) They takeadvantage of unregulated and unsupervised sectorsto whitewash their ill-gotten gains.
They make surethat their proceeds of crime escapethe scrutiny of law enforcement agencies.

(d) Oneway they cleandirty money isto moving it around theworld' sfinancia systems.

The Need To Combat Money Laundering

4.2.1.  Moneylaundering hasadverseeffects, bothin economic and socid terms. If left unchecked
can erodeanation’seconomy inthefollowing ways,

(& changingthedemandfor cash;

(b) makinginterest ratesand exchangeratesmorevolatile; and,



4.2.2.

4.2.3.

4.2.4.

4.2.5.

4.2.6.

4.2.7.

4.2.8.

4.2.9.

4.3.

4.3.1.

(¢) couldbeacauseof highinflationwherecrimina elementsare conducting business.

Money laundering does not only undermine savings, but also detersforeigninvestment and makea
country vulnerabletofinancid crisisand macro- economicingability.

Money laundering and financing of terrorismaregloba problemsthat affect not only security, but aso
potentialy causeeconomic digtortions. A wesk financid sysemwhichisvulnerableto money laundering
hampersthefinancial intermediation process and dampensthe savingsratesand investmentsin an
€conomy.

Anunderground economic system distortsthealocation of fundsin theeconomy and leadsto lower
than potential growth. Besidestax revenuesare also affected. Thetax baseiseroded and honest tax
payers haveto bear the burden.

It underminestheintegrity of acountry’sfinancia ingtitutions, financia marketsand alsointernational
financial systems. Thisisso because, financial institutionswork onthe basisof trust, integrity and
honest.

Inthe absence of dementsof integrity and high standards, financiad marketslosecredibility intheeyes
of both theinvestorsand consumers.

Laundered money especially in an offshorefinancia centre can harm the country’sreputation and
balance of payment.

Themost disturbing of al isthat money laundering can have socid and politica consequences. Money
laundering facilitates corruption in society. Growth of crime underminesnational economiesandthe
democratic system.

Thesocial fabric of society iseroded. Theoverall corrupt and unethical environment diminishes
productivity andwork effort. Thecountry can runinto turmoil aspublic confidenceinthelega systems
andinthe country’sgovernance structures are eroded.

Stages Of Money Laundering

The money laundering processisaccomplished in three stages namely placement, layering and
integration.

a) Placement
Occurswhenfundsderived fromillicit activitiesareplaced intothefinancia  system, for example
depositedinto abank account

b) Layering
Thesefundsonce deposited are moved from, one account or company to another and through
variousgeographica jurisdictions. Inthisstage criminalstry to create  confusion by destroying
theoriginal sourceof thefunds.



4.3.2.

4.3.3.

4.4.

4.4.1.

4.4.2.

4.4.3.

4.4.4.

4.5.

45.1.

4.5.2.

4.5.3.

4.5.4.

4.5.5.

C) Integration
Thisisthefina stagewheretheillicit fundsare brought back to use asclean and often taxable
income
Thethree steps occur as separate and distinct phases. They may also occur s multaneously or more
commonly they may overlap. How these basic steps are used, entirely depends on theavailable
laundering mechanismsand therequirementsof thecriminals.

Certain pointsof vulnerability havebeenidentifiedin thelaundering processwhichthemoney launderer
findsdifficult toavoid and wherehis/her activitiesare more susceptibleto being recogni zed specificaly.

Theseare:
(& Entry of cashintothefinancial system, and

(b) Transferswithinandfromthefinancid system.
Categories Of Money Laundering

Conced ment Within Business Structures
Misuseof Legitimate Busness

Useof Falseldentities, Documents.

Useof AnonymousA sset Types.

Money Laundering Exposes Financial Sector Business

Higtorically effortsto combat money laundering haveto alarge extent concentrated on the deposit
taking proceduresof financial sector businesswherethelaunderers’ activitiesare more susceptible
to recognition. Zimbabwe of |ate has witnessed an anomal ous high-speed growth of thefinancia
sector.

Exchange Controls have deterred the large-scal e abuse of thefinancial system by international
launderers.

However, Zimbabwean criminals have over therecent yearsrecogni zed that cash payments made
into thefinancial sector business can often giveriseto additional enquiriesand have now sought
different waysto convert their ill-gotten gainsor to mix it with legitimate cash earningsbeforeit enters
thefinancid system, thusmaking it difficult if not harder to detect at the placement stage.

Theseincludetheissue of smart cardsand wiretransferswhich are not easily amenableto tracking.
Financial and non financial institutions business and professions, as providers of awiderange of

money transmission mechanisms, arevulnerableto being used inthelayering and integration stages of
money laundering aswell asthe placement stage.



4.5.6.

45.7.

4.5.8.

4.5.9.

Electronicfundstransfer sysemsincreasethevul nerability by enabling the cash depositsto be switched
rapidly between accountsin different names.

Somebanksand cash dedlerswill additional ly be susceptibleto the attention of the more sophisticated
criminal or ganizationsand professional money launderers.

Such organizations, possibly under the disguise of front companiesand nominees, will createlarge
scalebut falseinternational trading activitiesin order to movetheir illicit moniesfrom one country to
another.

They will createtheilluson of internationd tradeusing fasaly inflated invoi cesto generate apparently
legitimateinternational wiretransfers, and will usefalsified boguslettersof credit to confusethetrail
further.

4.5.10. Many of thefront companiesmay even gpproach their bankersfor credit in order to fund the business

5.0

5.1.

6.0

6.1.

6.2.

6.3.

6.4.

6.5.

6.6.

activity. Banksand cash dealers offering international trade services should be ontheir guard for
laundering by thesemeans.

TERRORIST FINANCING

Themain piecesof legidation relating to terrorist financing are Public Order and Security Act Bill on
Suppression of Financing of Internationa Terrorism currently gazetted.

ENHANCING EXISTING DUE DILIGENCE REQUIREMENTS

Terrorigt activitiesand themeansthat are used to further those activitiesrequirefinancing and wittingly
or unwittingly the services of banksand cash dealersmay be used to hide or moveterrorist funds.

Whilefinancid gainisgeneraly theobjectiveof other typesof crimina activities. Thegoa of terrorism
may bedifferent for exampleamsat finding resourcesthen supply to therequired entity.

A successful terrorist group likeany criminal organization istherefore necessarily onethat isableto
build and maintain an effectivefinancid infrastructure.

For thisit must devel op sources of funding, ameansof laundering thosefundsand thenfinaly away
of ensuring that the funds can be used to obtain materia and other logistical items needed to commit
terrorist acts.

Banksand cash dealers should therefore protect themsel vesfrom being used asaconduit for such
activitiesand make use of their dready existing duediligencerequirementsa ong with current policies
and procedures on money laundering and enhance them where necessary to detect transactionsthat
may involveterrorist funds.

Banksand cash ded ersshould review their practicesin thisareaaspart of their genera interna and
external audit processes.
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7.0

7.1.

7.2.

7.3.
7.4.

7.5.

7.6.

1.7.

7.8.

7.9.

7.10.

7.11.

8.0

8.1.

8.2.

8.3.

SOURCES OF TERRORIST FUNDS

Terrorist financing may be derived from two primary sources, dthough thereare other sourceswhich
arenolessimportant.

Thefirst mgor sourceisthefinancia support provided by Statesor organizationswith largeenough
infrastructuresto collect funds and then make them availableto terrorist organizations.

Alsoindividuaswith sufficient financia meansmay provide such fundingtotheterrorist.

Thesecond mgjor sourceof fundsfor terrorist organi zationsisincomederived directly from various
revenue-gener ating activities.

Aswith crimind organizations, aterrorist group’sincomemay bederived from crimeor other unlawful
activities such aslarge-scale smuggling, varioustypes of fraud, thefts and robbery, and narcotics
trafficking.

Funding of terrorist groupsmay, unlikecrimina organizations, dsoindudeincomederived fromlegitimate
sources such asdonationsor from acombination of lawful and unlawful sources.

Indeed, thisfunding from legd and apparently legitimate sourcesiskey, thedifference betweenterrorist
groupsandtraditiona crimina organizations.

Community solicitation and fundraising appeal sarevery effective meansof raising fundsto support
terrorism. Often such fundraising iscarried out in the name of organizations having the status of a
charitableor relief organization.

Inmany cases, the charitiesto which donationsare given areinfact legitimatein that they do engage
in someof thework they purport to carry out.

Most of the members of the organization, however, have no knowledgethat aportion of thefunds
raised by the charity isbeing diverted in adistinct patternto terrorist causes.

Some of the specific fund raising methods might include: collection of membership duesand/or
subscriptions; saleof publications; cultural and social events; door-to-door solicitation withinthe
community; appesl sto wed thy membersof thecommunity; and donationsof aportion of their persond
earnings.

LAUNDERING OF TERRORIST RELATED FUNDS

Themethodsused by terroristsand their associatesto generatefundsfromillegal sourcesdiffer alittle
from thoseused by traditiona crimina organizations. Although fundsfrom legitimate sources need not
belaundered, thereisneverthelessaneed for terroriststo obscure or disguiselinksbetween it andits
legitimatefunding sources.

It followsthen that terrorists must find waysto launder these fundsin order to be ableto usethem
without drawing theattention of authorities.

Inexamining terrorist related financial activity, FATF expertshave concluded that terroristsand their
support organi zationsgeneraly usethe same methods ascrimina groupsto launder funds.
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8.4.

8.5.

8.6.

8.7.

8.8.

8.9.

8.10.

8.11.

8.12.

8.13.

8.14.

9.0

9.1.

9.1.1.

Some of the particular methods detected with respect to variousterrorist groupsinclude:

(8 cashsmuggling,

(b) depositsto or withdrawalsfrom bank accounts,

(¢) purchasesof varioustypesof monetary instruments (travellers chegues, bank cheques, and
money orders),

(d) useof credit or debit cards, and

(&) wiretransfers.

Theterrorist’ sultimate aimisnot to generate profit from hisfund but to obtain resourcesto support
hisoperations.

Thus, the direction taken by fund transferswould be particularly relevant to the tracking down of
terrorigt financing.

A view may betakeninthisregard either onthe basisof repetitive similar transactionseither froma
sole account or fromanumber of accountsmaintained in thesameingtitution by different parties.

Whenterroristsobtaintheir financial support from legal sources(donations, salesof publications,
etc), thereare certain factorsthat make the detection and tracing of thesefunds moredifficult.

For example, charitiesor non-profit organizationsand other legd entitieshave been cited asplaying
animportant rolein thefinancing of someterrorist groups.

Atfirst sight, theapparent legal sourceof thisfunding may mean that therearefew, if any, indicators
that would make an individual financial transaction or seriesof transactions stand out aslinked to
terrorist activities.

Other important aspects of terrorist financing that makeits detection moredifficult arethe sizeand
nature of thetransactionsinvolved.

Severa FATF experts have mentioned that the funding needed to mount aterrorist attack does not
alwayscall for large sumsof money, and the associated transactions are usually not complex and
many involvethe movement of smal sumsthroughwiretransfers.

Enhanced duediligencetechniquesarethereforerequired for tracking down terrorist financing.

Terrorigt financing whichisan offenceinitsdlf isa so apredicate offencefor money laundering.

THE LEGISLATIVE FRAMEWORK OF ZIMBABWE

Historical Background
Therewereanumber of piecesof |egidation touching on money laundering in existencein Zimbabwe

beforethe coming into being of the Bank Use Promotion and Suppression of Money LaunderingAct
in2004.



9.12.

9.13.

9.14.

9.15.

9.1.6.

9.1.7.

9.2.

9.2.1.

9.2.2.

9.23.

9.24.

9.25.

Theseinter diawere:-

(@ The Serious Offences(Confiscation of Profits) Act of 1990
(b) ThePrevention of CorruptionAct

(¢) TheCrimina Procedureand EvidenceAct

(d) TheCrimina matters(mutua Assistance) Act

(e) Public Order and Security Act

Itisthusclear that provisionsdealing with the suppression of money laundering were scattered in
different typesof instruments. Thishad the disadvantagethat thelaw ceasedto beeasly bleto
those membersof society who needto useit.

Thereisasothedanger that smilar policy thrustsmight end up contradicting each other with different
authoritiesbeing designated in different Actsto pursuesimilar objectives.

Thereisdsothedanger that different Actswouldimposedifferent pendtiesfor the sametransgressons.

Itisinthiscontext that the promulgation of the Bank Use Promotion and Suppression of Money
Laundering Act (Chapter 24:24) was met with alot of optimism.

For along time Zimbabwe has had aweak legal regimefor the regul ation of commercial crime.
Therewasno comprehensivelegidationto ded explicitly withmoney laundering.

The Bank Use Promotion And Suppression Of Money Laundering Act (Chapter
24:24)

The objectives of theAct which was gazetted on 17" of February 2004 and becameinto operation
on1April 2004; wereasfollows:-

ad Thepromotion of theuseof thebanking systems

b) Toregulate possibleabuse of the banking system by using it asan organ for launderingillicit
money

¢) Toproviderulesand regulationsfor proactive measuresto contain money laundering and

d) Tomakeprovisonsfor theidentification, tracing, seizureand confiscation of tainted property.

TheAct providesfor the establishment of aunit of the Reserve Bank whichisknown astheBank Use

Promotion and Suppression of Money Laundering Unit. A Director appointed by the Governor shall

head the unit whose composition includes officers, ingpectors or employeesof the Reserve Bank.

Theunit hasan inspectorate whose of ficers shall be answerableto the Director of the unit.

Section4 of theAct detailsthefunctionsof theunit whichinter diaincludethe promotion of theuseby
the public of financia ingtitutionsfor mediating, facilitating or obviating cash transactions, detecting
suspi cious transactions and referring such to relevant law enforcement agencies, monitoring and
enforcing compliancewith provisonsof theAct by traders, parastatal sand designated ingtitutionsand
other persons.

Theunit may also exercise any other functions bestowed upon it by the Governor of the Reserve
Bank.



9.2.6.

9.2.7.

9.2.8.

9.2.9.

Thelnspectorshave generd investigating powersand in some casesand under certain conditionsthey
have power to seize property aswell asentering any premisesin connectionwith theexercise of their
powersunder theAct.

TheDirector in consultation with the Governor canissuedirectiveson mattersrelating to:

(& Hoursduringwhichfinancid institutionsmay be open to enable personsto withdraw cash;

(b) Priority to begiven asbetween personsor entitiesin alocation of cash availablefor withdrawal;
and,

(¢) Returnsand reportssubmitted by financid indtitutionsto theunit.

Theunitisobliged to produce half yearly reports and submit them to the Minister of Financeand
Economic Devel opment as soon as possi bl e after the 30" June and the 31% of December in each
year. TheMinister will inturnlay thereport before Parliament within 14 daysof receipt of thereport.

TheAct aso providesfor an oversight committeeto oversee the functionsand operations of the unit
andthisisintheform of the Bank Use Promotion and Suppression of Money Laundering Advisory
Committee,

9.2.10. Themainfunctionsof theadvisory committeearethrough the Director and the Central Bank Governor,

9.3.

9.3.1.

9.4.

94.1.

to advisetheMinister ontheformulation of nationa policiesto promotetheuseof financid ingtitutions
astheagentsfor cash transactionsand to combat money laundering.

Bank Use Promotion

TheAct makesit mandatory for:-
(@ Tradersto beregisteredintermsof the ValueAdded Tax Act (Chapter 23:12)

(b) Paragtatas, Tradersand moneylendersto open and keep aBank account with afinancid inditution.
Tradersand parastatals must keep records of all daily cash transactions.

(c) Theexchange of negotiable instrumentsfor cash at a premium by any person whois not a
financid indtitutionismadean offence.

(d) Chargesby financid indtitutionsfor thewithdrawal, deposit or transfer of cash and other financia
sarvicesshdl bereviewed regularly and minimum bank bal ancesshall be prescribed accordingly.

(e) Unlawful hoarding of cashisnot permitted and it attractsapendty.

Suppression of Money Laundering

Normally money launderinginvolvesaprocessby whichillegally obtained money or property isgiven
an appearance of having originated from | egitimate sources, money derived fromillegitimate sources
suchasillegd armssdes, drugtrafficking, prostitution, smuggling, insider trading, corruption or fraud
isput through acycle of transactionsto disguise or concedl itsorigin.
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9.4.2.

94.3.

94.4.

9.4.5.

9.4.6.

94.7.

9.5.

9.5.1.

9.5.2.

9.5.3.

9.54.

9.6.

9.6.1.

9.6.2.

The part of the Act on Money Laundering has to be read with related provisions of the serious
offences (Confiscation of profits) Act Chapter 9: 17.

Designated Institutions....

Under theAct thefollowingingtitutionsaredesignatedi.e. financid ingtitutionsother than the Central
Bank, Insurers, Lega Practitioners, Chartered Accountants, and Public Accountants, Estate Agents,
Money Lenders, Cash Dedlers, Penson Funds, Trustsand Personsin thebusi nessof providing money
transmisson services.

These have an obligation to verify theidentity of their customersand the capacity in which their
customerswill beacting when they transact.

They haveto maintain customer records. Designated institutions have amandatory duty to report
suspicioustransactionsto the Bank Use Promotion and Suppression of Money laundering Unit as
soon as possible and not |ater than 3 days of the suspicioustransaction.

Thedesgnated ingtitutionsmust establishinternal reporting structuresto deal with suspiciousactsof
money laundering.

A duty isimposed on designated ingtitutionsto take reasonabl e stepsto ensure that their employees
areawareof thepoliciesin placeto combat money laundering. Training of staff onthishasto take
place.

Seizure of Cash Unlawfully held

Inspectorsof the Financial Intelligence Inspectorate and Evaluation Unit and the Policearegiven
powersto search and seize cash from persons where there isreasonable belief that such cashis
detainableintermsof theAct or that it issubject to or connected to aseriousoffence. [Refer dsoto
Section 9.3.1(e)]

The same applies to cash which is subject to usein contravention of the Exchange Control Act
(Chapter 22:05).

The search or seizure may be with the consent of the person or entity concerned, with awarrant
issued by amagistrate or in an emergency without awarrant.

Aninspector who intendsto enter premises, search and seize cash or property must be accompanied
by aPolice Officer.

General Clauses

One cannot beliablefor breach of the duty of secrecy or confidentiadity whereadisclosureismadein
goodfathintheordinary course of one’sduties.

Theidentity of adesignated institution that makesareport to the Financid Intelligence Inspectorate
and Evaluation (F.I.1.E.) Unitwill not be disclosed unlesstheingtitution so consents.



9.6.3.

9.6.4.

9.6.5.

9.7.

9.7.1.

9.7.2.

Disclosure and use of informeation obtained by theunit inthe course of itsoperationsfor persona gain
by an officer or inspector of theunit shall bean offence.

All actionstaken by the Government, the Reserve Bank, the Unit, ingpector or member of the unit,
any Policeofficer or any other personingood faith and duediligence shall beimmuneto crimina and
civil proceedings.

Lawyer client relationship based information shall continueto be covered by privilege.

Terrorist Financing

Currently legidation dealing with anti-Terrorist financing isasinadequate asit isscattered in various
piecesof legidation.

(& ThePublic Order and Security Act (POSA) dealswith such aspects. It ishowever crafted to
ded withinternd strifeand does not addressthe complexitiesof international terrorist financing.

(b) Theseriousoffences(Confiscation of Profits) Act, the Prevention of CorruptionAct, the Crimina
Procedureand EvidenceAct all providefor theforfeiture and sei zure of laundered assetsand
proceeds.

(¢) Thecrimina matters(Mutual Assistance) Act providesfor international cooperationinevidence
gathering, extradition and generd information exchangein variouscrimind meattersincluding money
laundering.

In order to enhance Zimbabwe seffortsat tackling money laundering and terrorist financing thereis

need to harmonise effortsby moving in tandemwith international developmentsand best practices.

Zimbabwethus hasto ensurethat international conventionsdesigned to combat organized crime,

money laundering and terrorist financing areratified amongst them:

»  Theconventionfor the suppression of thefinancing of International Terrorism (1999).

Recently Zimbabweratified thefollowing conventions,

»  United Nations Convention Against Transnational Organised Crime (2001)

*  TheUnited Nations Convention against Corruption

»  TheAfrican Union Convention on preventing and combating corruption

»  SADCProtocol againgt corruption.

9.7.3. Already measuresare being implemented to ensurethat thisisdoneat the earliest possibletime.



10.0 INTERNAL CONTROLS, POLICIES AND PROCEDURES

10.1. Responsibilities and Accountabilities

10.1.1. Banks and cash dealers are required to havein place adequate policies, procedures and internal
controlsthat promote high ethical and professional standardsand prevent their ingtitution frombeing
used, intentionally or unintentionally, by crimina e ements.

10.1.2. Banksand cash dedersmust therefore establish clear respongbilitiesto ensurethat policies, procedures
andinternd controlsareintroduced and maintained which deter criminalsfrom using their facilitiesfor
money laundering andterrorist financing.

10.1.3. Under section 3 (2) of the Bank Use Promotion and Suppression of Money LaunderingAct, banks
and cash dealers are required to take such measures as are reasonably necessary to ensure that
neither they nor any service offered by them, is capabl e of being used by aperson to commit or to
facilitate the commission of amoney laundering offence. Any bank or cash dedler whofailstotake
such measuresshall commit an offence.

10.1.4. Banksand cash dealersare al so required to implement internal controlsand other proceduresto
combat money laundering and thefinancing of terrorism which among other thingsincludeestablishing
and maintaining amanual of compliance proceduresin relation to money laundering and programmes
for ng risksrelating to money laundering and thefinancing of terrorism.

10.1.5. Itistherefore of utmost importancefor banksand cash dealersto havein place asound Know Your
Customer (KYC) policy and procedure. KY Cismost closdly associated with thefight against money
laundering and thefinancing of terrorism.

10.2. Appointment Of A Money Laundering Reporting Officer

10.2.1. Itisimperativethat every bank or cash deal er appoints an appropriate person, who may be among
the existing employeesof theinstitution or cash dealer, asaMoney L aundering Reporting Officer
(MLRO) andtowhomall internal suspicioustransactionsreportswill be made. The MLRO must be

of sufficiently senior statusand not below therank of Manager.

10.2.2. Every branchin respect of banksor cash dealers should have an officer responsiblefor AML/CFT
matters. (Refer also to Section 10.4.4)

10.2.3. Itisincumbent onthe ML RO, on behaf of the bank or cash deal er, to make Suspicious Transaction
ReportstotheBUP & SML Unit.

10.3. Recommended Procedures

10.3.1. All banksand cash dedl ers operating within Zimbabwe shoul d:
a) Haveproceduresfor the prompt validation of suspicioustransaction and subsequent reporting

by theinternal employeestothe MLRO.



b) Providethe MLRO with the necessary accessto systems and records to enable him/her to
investigate and validateinternal suspiciousreportswhich havebeen reportedto him.
c) Informall employeesof theidentity of theMLRO and in hisabsence, theaternative MLRO.

10.4. Appointment Of A Compliance Officer

10.4.1. Banksand cash dealersared so required to appoint aCompliance Officer at Management level who
will bear theresponsibility to verify, onaregular basis, compliance with policies, proceduresand
controlsrelating to money laundering and thefinancing of terrorismactivities.

10.4.2. Thiswill helpto ensurethat theresponsbilitiesof banksand cash dedersunder the Bank Use Promotion
and Suppression of Money LaunderingAct are being discharged.

10.4.3. Itisimportant that the proceduresand respong bilitiesfor monitoring compliance with and effectiveness
of, anti-money laundering and financing of terrorism policiesand proceduresareclearly laid down by
all banksand cash dealers.

10.4.4. Dueto economic size and logistical conditionsit might not be necessary, however, to appoint a
Compliance Officer in each and every branch of the bank or cash dealer. The appointment of a
Compliance Officer a the Head Officewith jurisdiction over itsbrancheswill suffice.

11.0 IDENTIFICATION PROCEDURES

11.1. Regulatory Framework
11.1.1. Part1V of theBUP& SML Act [Chap. 24:24] inrespect of identity of cusomersprovidesasfollows:-
Customers Identity....

(a) Everybankshall, before opening any account, issuing a passbook, entering into a passbook,
entering into afiduciary relationship, renting a safe deposit box or establishing any other
business relationship, verify the true identity and address of its customer.

(b) In the case of bank accounts and security deposits which have been opened, and safe
deposit boxes which have been rented out, prior to the coming into force of this Act, and
where the true identity of the customer has not been satisfactorily established, the bank
concerned shall, by writing to the customer in question or otherwise, take steps forthwith
to establish hig/her trueidentity.

(c) If the steps taken under subsection (2) fail to satisfy the bank concerned that they have
established beyond reasonabl e doubt the trueidentity of the customer within twelve months
of the coming into force of this Act, the bank shall forthwith close the account or security
deposit, or terminate the lease of the safe deposit box, as the case may be, and report the
matter to the central bank.

(d) Every bank which casts in breach of this section shall commit an offence and shall, on
conviction, be liable to a fine which shall not be lessthan Z$ 1 billion.



11.1.2.

11.1.3.

11.1.4.
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11.2.

11.2.1.

11.3.

11.3.1.

11.3.2.

@
(b)

11.3.3.

It must be noted that the Bank Use Promotion and Suppression of Money LaunderingAct 2004 also
expressy prohibitsany bank or cash dealer to open an anonymousor fictitiousaccount.

Theopening of reference accountsis permitted only after theidentity of the gpplicant for busnesshas
been verified. A reference account isan account that isidentifiable solely by thereference assigned to
that account.

Themanner of verification of identity and addressof customersisprescribed inthe Bank Use Promotion
and Suppression of Money LaunderingAct 2004. It involves,

requesting for an identity document, wheretheapplicantisanindividual

requesting for acertificate of incorporation together with thelatest annual tax returnto the Zimbabwe
RevenueAuthority, where the applicant isabody corporate.

Caveat

Banksand cash ded ers should therefore never open, operate or carry out transactions pertaining to
anonymousor fictitiousaccountsfor customers.

Know Your Customer (KYC) Principle

Thefoundation of any effective systemto combat money laundering and thefinancing of terrorismis
the*Know Your Customer’ (KY C) principle. Itisthe degree of proximity between the bank or cash
dedler and the customer whichthe K C principle entail sthat will allow banksand cash

dealersto gauge asituation, decide whether atransaction is suspicious and be ableto avert risks
inherentinmoney laundering and thefinancing of terrorism.

The safety and soundness of banksand cash dealersaretherefore largely dependent ontheir KY C
procedures. Sound K C procedures, result in:

Reduced likelihood of banks and cash deal ersbeing used asvehiclesfor laundering of proceedsfor
criminal activitiesre ating to themovement of terrorist funds.

It being an essentia part of sound risk management by providing thebasisfor identifying, limiting and
controlling risk exposuresin assetsand liabilities.

Theinadequacy or absence of K'Y C standards can subject banks and cash deal ersto seriousrisks,
especidly;

(& Reputational Risk — thatis, therisk that adverse publicity regarding abank’sor cash dedler’s
business practices and associ ations, whether accurate or not, will causealossof confidencein
theintegrity of theindtitution.

(b) Operational Risk — That s, therisk that the bank or cash dealer will suffer direct or indirect
lossresulting frominadequate or failed internal processes, people and systemsor from externa
eventswhichinthecontext of KY C relatesto weaknessesin theimplementation of programmes,
ineffective control proceduresand failureto practiceduediligence.

(0 Legal Risk — the possibility that lawsuits, adverse judgments or contracts turn out to be
unenforceable and disrupt or adversely affect the operations or condition of abank or cash
dedler.
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11.3.4.

11.3.5.

11.3.6.

11.3.7.

11.3.8.

11.4.

11.4.1.

11.5.

11.5.1.

11.5.2.

11.5.3.

(d) Liquidity Risk —Thisistherisk of insufficient liquidity for normal operating requirementsthat is
theability of thecompany to meet itsliabilitieswhenthey fall due.

The need for banks and cash dealers to ‘know your customer’ (KY C) istherefore vital for the
prevention of money laundering and thefinancing of terrorism.

A bank or cash deal er which has permitted the opening of an account or performed atransaction
under afalseidentity, addressor dateof birthwill render it difficult for Law Enforcement Agenciesto
tracethe customer if heisneeded for interview in connection with aninvestigation.

When abusinessre ationship isbeing established, the nature of the businessthat the customer expects
to conduct with the bank or cash deal er should be ascertained at the outset, to show what might be
expected asnormal activity.

In order to be ableto judge whether atransaction issuspiciousor not, banksand cash dealersshould
havead ear understanding of thelegitimate businessof their customersand effect an ongoing monitoring
of theactivitiesof those customersin order to detect whether thosetransactionsconform or otherwise
tothenormal or expected transactionsof that customer.

KY C should beacorefeature of banks and cash dedlers' risk management and control procedures,
and should be complemented by regular compliancereviewsand interna audit.

Essential Elements Of KYC Standards

Theessentid dementsof KY C sandardsshould start fromthebanks' or cash dedlers' risk management
and control proceduresand should includethefollowing:

(& Customer acceptance policy,

(b) Customer identification,

(¢) On-going monitoring of highrisk accountsand

(d) Overdl Risk management.

Customer Acceptance Policy

Bank Use Promotion and Suppression of Money Laundering Act 2004, (Chapter24:24) require
banksand cash dedlersto implement due diligence procedureswith respect to personsand business
relationsand transactions carrying high risk and with persons established in jurisdictionsthat do not
have adequate systemsin place against money laundering and thefinancing of terrorism.

Accordingly, banks and cash dealers should develop clear customer acceptance policies and
procedures, including adescription of thetypes of customer that arelikely to pose ahigher than
averagerisk to abank or cash dedler.

In preparing such policies, factors such asthe customer’s background, nature of businessor socia
engagement, country of origin with aview to determining whether those countries have adequate
systemsin placeagaing money laundering and thefinancing of terrorism, public or high profile pogtion
and other risk indicators should be considered.
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11.54.

11.5.5.

11.6.

11.6.1.

11.7.

11.7.1.

11.7.2.

11.7.3.

11.7.4.

11.7.5.

Customer acceptance policiesand procedures should accordingly be graduated and require more
extensveduediligencefor higher risk customers, such aspoaliticaly exposed personswheredecisions
to enter into such businessrel ationships shoul d be taken with the concurrence of senior management.
The exercise should however be calibrated to ensure that the customer acceptance policy doesnot
resultinadenial of accessby the general publictolegitimate banking and cash services.

Customer Identification
For the purposesof these Guidance Notes, the following definitionswill be used:-

(@ Applicant for Businessmeansaperson, who seeksto form abusinessrelationship, or carry
out aone-off transaction with abank or cash dealer.

(b) BusinessRelationship meansan arrangement between aperson and abank or acash dealer
wherethe purpose or effect of the arrangement isto facilitate the carrying out of transactions
between the person and the bank or cash dealer on afrequent, habitual or regular basis.

(c) Oneoff Transaction meansany transaction carried out other than inthe course of abusiness
relationship. For example, asingleforeign currency transaction carried out for acustomer who
does not have an account with the bank or cash dealer concerned.

(d) Significant shareholder smeans shareholders, other than sharehol derswhich are companies
listed on arecognized Stock Exchange asshowninAppendix A, who directly or indirectly hold
20% or more of the capital or of thevoting rights of the company.

General Identification Requirements

Banks and cash dealersto establish and verify the identity and current permanent address of an
applicant for business, the nature of the applicant’sbusiness, hisfinancial statusand the capacity in
which heisenteringinto the businessrel ationship with thebank or cash dedler.

A bank and cash deal er should establish toitssatisfaction that it isdealing with areal person or
organization, and verify theidentity of the person or organization accordingly.

If fundsthat are to be deposited or transferred are being supplied on behalf of athird party the
identity of that third party should be established and verified. In caseabank or cash dedler isnot able
to determinewhether the applicant for businessisacting for athird party, it should makearecord of
thegroundsfor suspecting that the gpplicant for bus nessisso acting and makeaSuspicious Transaction
Report to the Bank Use Promotion and Suppression Money Laundering Unit.

Banksand cash dealersneed to obtain all information necessary to establishto their full satisfaction
theidentity of the applicant for business and the purpose and nature of the businessrelationship or
transaction.

They should crosscheck information by assessing available public database such asFinancia Clearing

Bureau (FCB), both at theloca and international levelsand keep on their filesthefull information on
the ultimate beneficial ownersin casethey arenot the same personsasthe applicant.



11.7.6. Onceidentification procedures have been satisfactorily completed, and the businessrelationship
established, nofurther evidence of identity isneeded when transactions are subsequently undertaken
for that customer, aslong asregular contact ismaintained.

11.7.7. When an existing customer closes one account and opens another thereisno need to verify again
identity, although good practice requiresthat the detail son the customer’ sfile be reconfirmed.

11.7.8. Thisisparticularly important if there has been no recent contact with the customer e.g. for the past
twelve months. Detail sof the previousaccountsand stepsoriginally taken to verify identity or any
introduction records should betransferred to the new account records.

11.7.9. Subsequent changesto the name of the applicant for business, address or employment details of
which thebank or cash deal er becomesaware, should be recorded and be duly substantiated by the
appropriate documentary evidence aspart of the K'Y C process.

11.7.10. Inthecaseof anapplicant for businesstransferring an opening balance from an account which he
maintainswith onebank directly to another bank, banksshould consder the possibility that theprevious
account manager may have asked for the account to be closed because of suspiciousor dubious
activities.

11.7.11. If abank or cash dealer hasany reason to believethat an applicant isbeing or hasbeen rejected by
another bank or cash dealer, it should apply enhanced diligence procedures before accepting the
customer e.g. cross checking with the Financia Clearing Bureaul.

11.7.12. Banksand cash dealersshould, inthe case of personal accountsensurethat evidence of identity is
obtained during the course of aninterview with the applicant for business so that the bank or cash
dedler can verify that the customer isactualy the person heclaimsto be, i.e. the gpplicant for business
should be seen persona ly and photographi ¢ evidence of hisidentity obtained.

11.7.13. Inrespect of joint personal accounts, the names and addresses of all account holders should be
veified.

11.7.14. Theverification procedures necessary to establish theidentity of the applicant for business should
bethe samewhatever the type of account or servicethat isrequired (e.g. current, deposit, or other
accounts).

11.7.15. Thefull nameof the member of staff undertaking or responsiblefor the account procedure should
be noted on the customer’ sfiletogether with that of the senior officer who has approved the business
relationship.

11.7.16. Generaly, themain objectiveof banksand cash dealers should beto look behind theingtitutionto
identify those who have control over the businessand the assets.

11.7.17. Thebestidentification documentsare thosethat arethe most difficult to obtainillicitly and to
counterfeit. No singleform of identification can befully guaranteed asgenuine or representing correct
identity. To verify identity beyond reasonable doubt, theidentification processwill generaly needto
becumulative. Refer to Appendix C.
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11.8. Account Opening For Personal Customers

11.8.1. Paragraph 4 of Regulation 4 of the Bank Use Promotion and Suppression of Money Laundering Act
2004 providesthat wherean gpplicant for businessisanindividua customer, heshall submit to abank
or cashdedler, theorigina or acertified copy of an officia valid document containing detailsof his
current permanent address, arecent photograph of him and such other documentsasmay berequired,
to enablethebank or cash dedler to establish hisidentity.

11.8.2. Accordingly, banksand cash dedl ersarerequired to maintain thefollowing identification procedures
inrespect of individual customers.

11.9. Face To Face Applications
Residents of Zimbabwe (Personal)........

11.9.1. Anindividud’strueidentity compriseshis/her dateof birth, current permanent residentia address, the
natureof business, normal financia transactionsand any agency or beneficiary relationship.

11.9.2. Thenameof individuasresdingin Zimbabwe should, during the courseof aninterview with him, be
verified froman original official valid document bearing his/her recent photograph and any of the
following may berdied upon:-

(& Nationd identity cards
(b) Current valid passports
(© Currentvdiddriver’slicenses.

11.9.3. What constitutesrecent, for the purposes of the photograph, will in the circumstances, be decided
during thecourseof theinterview withtheindividua . A materid differenceinthe photographwill lead
theinferencethat the photograph may not berecent.

11.9.4. Banks and cash dealers should keep a copy of that page which contains the photograph of the
applicant for businessand ensurethat therel evant reference numbersof those documentsarerecorded
and the signatureson the application form and the officia unexpired document cross-checked.

11.9.5. Because documents providing photographic evidence of identity need to be compared with the
applicant’ sappearance, and to guard against the dangers of fraud, it would be appropriateto ensure
that applicantsfor business do not send thoseidentity documents by post to abank or cash deder.

11.9.6. Inadditionto thename, it isimportant that the current permanent address of the applicant or business
beverified asanintegral part of identity. Satisfactory evidence of address can be obtained by any of
thefollowing, acopy of which should beretained, after the original hasbeen sighted. Theretained
copy shall beduly annotated “ original sighted”:

(@ A recentpadutility bill.

(b) A recent bank or credit card statement.
(©) A recent bank reference.
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11.9.7. Anintroduction from arespected customer personally known to the manager, or from atrusted
member of staff, may assist the verification procedure but must not replace the need for address
verification procedures.

11.9.8. Detailsof thosewho initiated and authorized theintroduction should be recorded on the customer’s
file. However, personal introductionswithout full verification should not becomethenorm. Directors
senior managers must not require or request other staff to branch account opening proceduresasa
favour to the applicant.

11.9.9. Banksand cash dealersmay effect additiona verification of identity by

(& Checkingalocal telephonedirectory.
(b) Checkingacurrent register of electors.
(c) Vistingtheapplicant for businessat higher permanent residential address.

Non Residents (Personal).....

11.9.10.  Regarding applicantsfor businesswho are not resident in Zimbabwe but who makefaceto face
contact with abank or cash deal er, they should be required to compl ete astandard applicationform
which shouldincorporatethefollowing details.-

(@ Truename

(b) Current permanent address

() Mallingaddress

(d) Telephoneandfax number

(e) Dateandplaceof birth

(f) Nationdity

(@ Occupation and nameof employer (if self employed, the nature of the self employment)
(h) Signature/sgnatures

() Authority to obtain anindependent bank reference.

11.9.11.  Theform, duly filled in, must be supported by a clear legible copy of any of the following
documents-
(& National Identity Card
(b) Current valid passports
() Currentvdiddrivinglicences
(d) Armedforcesidentity card

11.9.12. Banksand cash dedl ersshould keep acopy of that page which containsthe recent photograph
of theapplicant for business; ensurethat the rel evant reference numbers of the passportsor Nationa
Identity Card, driving licencesor armed forcesidentity card are duly recorded. The signatureson the
application form and the abovementioned document should be cross checked.

11.9.13.  Inthecase of non-residents making face- to-face contact, however, banksand cash dealers

should inaddition verify identity and current permanent address of the applicant for businesswitha
reputablecredit or financia ingtitutionin thegpplicant’snorma home country or country of residence.



11.10. Non Face-To-Face Verification

11.10.1.  Itismogtimportant that the proceduresadopted to confirmidentity for nonface-to-faceverification
isat least asrobust asthosefor face-to-face verification.

11.10.2.  Aswithface-to-faceverification, the proceduresto check identity must serve two purposes.-

(@ They must ensurethat aperson bearing the name of the applicant existsand livesat the address
provided; and
(b) That theapplicant isthat person.

11.10.3.  Accordingly, in accepting bus nessfrom non-face-to-face customers:

(8 Banksand cashdedersshould apply equally effective customer identification proceduresasfor
thoseavailablefor interview; and

(b) Other specific and adequate measures to mitigate the high risk posed by non-face-to-face
verification of cusomers.

Non-Resident (Personal) Applying from Abroad.......

11.10.4.  Non-Residentsapplying from abroad should be required to compl ete a standard application
form, which shouldincorporatethefollowing details.

(@ Truename

(b) Current permanent address

() Mallingaddress

(d) Telephoneandfax number

() Dateandplaceof birth

() Nationdity

(9 Occupation and name of employer (if self employed, the nature of the self employment )

(h) Passport details, or National Identity Card, Driving Licence or Armed Forcesidentity Card
details(i.e. number and country of issuance), together with issue date and expiry date.

(i) Sgnature/Signatures

() Authority to obtain independent verification of any dataprovided.

11.10.5.  Theapplicationform, duly filledin, should be accompanied by any of thefollowing supporting
documents:-I dentity —aclearly legible photocopy of any of thefollowing documents:-

(& Nationd Identity Card

(b) Current valid passports

() Currentvdiddrivinglicences
(d) Armedforcesidentity card

11.10.6.  Duly certified asatrue copy by alawyer, accountant or other professional personswho clearly

addsto the copy (by meansof astamp or otherwise) their name, addressand professionto aidtracing
of thecertifier if necessary and whichthebank or cash dedler believesin good faith to be acceptable.
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Address.......

@ Anoriginal or certified copy of utilitiesbill addressed to the applicant at the addressfromwhich he,
sheor they areapplying:

(b) Anorigind or certified copy of abank statement addressed to the gpplicant at the addressfromwhich
he, sheor they are applying.

11.10.7.  Thefollowing additional stepsmay be taken:-Confirmation by the bank or cash dealer from
directory enquiriesor from arecogni zed telephonedirectory for thelocality fromwhich the applicant
isapplying, containing an entry for the applicant and showing theaddressfromwhich he, sheor they

areagpplying.
11.11. Account Opening For Institutions

Locally Incorporated Companies.....

11.11.1.  Withregardtolocally incorporated companies, banksand cash dedlersshould verify theidentity
of thosewho have control over the company’sbusi nessand assets, more particularly:

(& Theirdirectors,

(b) Therggnificant shareholders,

(¢) Their authorized Sgnatoriesand;
(d) Thelega existenceof thecompany.

11.11.2.  Thefollowing documents should be obtained and retained in the case of locally incorporated
companies-

(@ Inrespect of employeesauthorized to open and operate accountson their behaf, their directors
and sgnificant sharehol dersthe same documentsasarerequired for theidentification of apersona
custome;

(b) A certified copy of theresolution of the Board of Directors or managing body and the power of
attorney granted to itsempl oyeesto open and to operate accounts on their behalf; and

(c) Officia documentswhich collectively establishthelega existenceof that entity, e.g. theorigina
or certified copy of the certificate of incorporation of the company, detailsof itsregistered office
and place of businessetc.

11.11.3.  Enquiriesshould bemadeto confirm:

(@ that thecompany continuesto exist and hasnot been, or isnot in the processof being dissolved,
struck off, wound up or terminated.

(b) By conductingin casesof doubt avisit tothe place of businessof the company, to verify that the
company existsfor alegitimatetrading or economic purpose.

11.11.4. Aswith personal accounts, ‘ know your customer’ isan on-going process. If changesto the
company structure or ownership occur subsequently or if suspicionsarearoused by achangeinthe
nature of the businesstransacted or the profile of paymentsthrough acompany account, further
checks should be madeto ascertain thereason for the changes.
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Foreign Companies....

11.11.5.  Wheretheapplicant for businessisaforeign company, the same documentsasthoserequired for
locally incorporated companies should be sought for and retained.

11.11.6.  Inaddition, banksand cash dealersshould check the accuracy of theinformation provided with
acredit or financid ingtitution of good standing in the permanent place of businessof the company.

11.11.7.  Banksand cashdedersshould asorely onother regulated ingtitutionsto verify identity of foreign
companies.

Partnerships/Unincorporated Businesses.......
11.11.8.  Theapplicant for businessisapartnership or an unincorporated business;
(& Theidentity of the partners, controllersof the unincorporated business and their authorized

signatories should beverified in accordance with proceduresrequired for theidentification of
personal applicantsfor business, and

(b) Thesamedocumentsasarerequired for personal applicantsfor business should be requested
and retained.

11.11.9.  Inthecaseof unincorporated businesses, in addition, the necessary license given by the competent
Authoritiesfor the conduct of such business should be requested and retained and in the case of
partnerships, anorigina or certified copy of the partnership deed obtained.

11.11.10. Banksand cashdedersshould alsoin casesof doubt make enquiriesto confirm thetrue nature
of thebusinessactivitiesto ascertain whether the business activitieshave al egitimate purpose.

Clubs and Charities......

11.11.11.  Itisincreasingly being recognized that terroristsand terrorist groups are having recourseto
clubsand charitiesfor thefinancing of terrorism.

11.11.12.  Accordingly, inthecase of accountsto be opened for clubsor charities, banksand cash dedlers
should at the very beginning satisfy themselves asto thelegitimate purpose of the organization by
requesting acertified copy of the constitution of the club or charity and dsoin caseof doubt by paying
avigttoitspremiseswhere practicableto satisfy themselves asto thetrue nature of their activities.

11.11.13. They may a o satisfy themsa vesby independent confirmation of the purpose of theinstitution.

11.11.14. Theidentity of thepersonsin control of theclub or charity should be ascertained, in accordance
with the proceduresrequired for personal customers.

11.11.15.  Control of clubsand charitiesare most likely to change from timeto time and theidentity of

those new controllersof theclubsor charities should beverified asand when banksand cash dealers
areadvised of any change.
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Societies......

11.11.16. Inthecaseof societies, theorigina or certified copy of theAct should be requested and retained.

11.11.17.  For Zimbabwean societies, the bank and cash dealer should ensure, by verifying withtheRegistrar
of Companies, that thesociety isalegd entity.

11.11.18. Asregardsforeign societiesthebank or cash ded er should obtain acertificate of good standing
fromthem.

11.11.19. Banksand cash dealers should al so, in accordance with the procedures set out for personal
customers, verify theidentity of thosein control of the society, e.g. itsadministratorsand should retain
the samerelevant documentsasarerequired for personal customersaccordingly.

11.11.20. Banksand cash dealers should exercise caution with respect to trusts, given the common
perceptionthat trustsare often used for laundering the proceeds of crimeand hiding terrorist funds.

11.11.21. Inthecaseof trusts, acertified copy of theorigina trust deed, or probate copy of awill creating
thetrust, and the deed evidencing appointment of the current trustees, the nature and purpose of the
trust,.

11.11.22. Documentary evidenceasarerequired for personal customerson theidentity of the current
trustees, the settler and/or beneficia owner of thefundsand of any controller or smilar person having
power to appoint the trustees should be requested and retained.

11.11.23.  Banksand cash dedlersshould also obtain written confirmation from thetrusteesthat they are
themsalvesaware of thetrueidentity of theunderlying principals’ i.ethe settlers/named beneficiaries,
and that there are no anonymous principals.

‘Client Accounts’ Opened By Professional Intermediaries.....

11.11.24. Stockbrokers, fund managers, law practitioners, accountants, estate gentsand other intermediaries
frequently hold fundson behalf of their clientsin client accountsopened with banks. Such accounts
may be opened on behalf of either asingleclient or for many clients. Ineach caseitistheintermediary
who isthebank’scustomer.

11.11.25.  Insuch cases, thebank isrequired to verify theidentity of the professional intermediary itself
and dsoto obtainfromtheintermediary;

(& Anundertaking that it hasverified theidentity of itsclientsand
(b) Particularsof theidentity of thoseclients.

11.12. Reliance On Other Regulated I nstitutionsTo Verify I dentity

11.12.1.  Althoughtheultimateresponsibility for verifying theidentity and addressof cusomersawayslies
with the bank and cash dedl e, it isrecognized that to avoid duplication, banksand cash dealersmay
rely on other eligibleor group introducersto verify theidentity of applicantsfor business.
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11.12.2.  Eligibleintroducersare personswhointroduce other personsor bodiesto Zimbabwean banks
and cash dedersand havelegidationinther country at |east equivaent to that obtainablein Zimbabwe.
A lig of thejurisdictionswhich havelegidationwhichisat least equiva ent to that obtainablein Zimbabwe
should bemaintained.

11.12.3. A group introducer isanintroducer who forms part of the same group asthe bank or cash
dedler and issubject to the consolidated supervision by aregul ator.

11.12.4.  Banksand cashdedersthat useintroducersshould carefully assesswhether theintroducersare
“fitand proper” in accordance with the guidelinesonfit and proper issued by the Bank, acopy of
which should be kept at Head Officeand all branches.

11.125. Banksand cash dedl ers should use the following criteriato determine whether an introducer
can berdied upon:

(@ It mustcomply withthe customer duediligence practicesidentified in these Guidance Notes;

(b) Thecustomer duediligence procedures of theintroducer should be asrigorousasthosewhich
thebank or cash dealer would itself have conducted for the customer; and

(¢) Thesystemsputin placeby theintroducer to verify theidentity of the customer should bevery
relidole.

11.12.6.  Inaddition, banksand cash dealersshould conduct periodic reviewsto ensurethat anintroducer
whichit relieson continuesto conformto the criteriaset out above.

11.12.7.  Banksand cash dealersmust request group of digibleintroducersto providethemwith aduly
completed Group Introducers Certificate or Eligible Introducers Certificate asthe case may be.

11.12.8.  Itislefttobanksand cash dedersto designtheir own Group or EligibleIntroducers Certificates,
provided that theinformation called for inthe certificate doesnot differ materidly with the specimens.
Thebank or cash dealer must reach an agreement with theintroducer that it will be permitted at any
stageto verify the duediligence undertaken by theintroducer.

11.12.9.  Banksand cashdedersshould ensurethat al relevant identification dataand other documentation
as stated in these Guidance Notes duly certified pertaining to the customer’sidentity should be
immediately submitted by theintroducer to the bank or cash dedl er, who must carefully review the
documentation provided.

11.13. Correspondent Services

11.13.1.  Correspondent servicesconsider servicesby onebank or cash dealer to another bank or cash
dealer. The servicesare used by banks and cash deal ersto conduct businessthat the banks or cash
dealersdo not offer directly.

11.13.2.  Particular care should betaken where correspondent servicesinvolvejurisdictionswherethe
correspondent banks or cash deal ershave no physical presence.
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11.13.3.  If banksand cashdedersfail to apply an appropriatelevel of duediligenceto such services, they
exposethemselvesto arange of risksand may find themselves holding and/or transmitting money
linked to terrorism, corruption, fraud or other illegd activity.

11.13.4.  Banksand cashded ersshould gather sufficient information about their correspondent ingtitutions
to understand fully the nature of the correspondent’sbusiness.

11.135.  Factorstoconsder include: information about the correspondent’smanagement, magor business
activities, wherethey arelocated and itsmoney laundering prevention and detection efforts, theidentity
of any third party entitiesthat usethe correspondent services, and the condition of bank and cash
dedler regulation and supervisionin the correspondent’scountry.

11.13.6.  Banksand cashded er should only establish correspondent rel ationshipswith foreign banksand
cash dedlersthat are effectively supervised by therelevant authoritiesand have effective customer
acceptanceand K'Y C palicies.

11.13.7. In particular, banks and cash deal ers should refuse to enter into or continue acorrespondent
relationship with abank or cash dealer incorporated in ajurisdictioninwhich the correspondent has
no physical presence and whichisunaffiliated with aregulated financia group.

11.13.8. Banksand cash dealers should pay particul ar attention when continuing relationshipswith
correspondentslocated injurisdictionsthat have poor KY C standards or have beenidentified as
being “ non-cooperative’ inthefight against money laundering and terrorist financing.

11.13.9. Banksand cash dedlersshould establishthat their correspondent have due diligence standards
asset out in these Guidance Notes.

11.13.10. Banksand cash dealers should be particularly alert to therisk that correspondent services
might beused directly by third partiesto transact businessontheir own behalf.

11.13.11. Sucharangementsgiveriseto most of the same consderations applicableto introduced business
and should betreated in accordance with the criteriaset out for introduced business.

11.14. Exemptions

11.14.1.  TheBank or cash dedler should, however, obtain and retain awritten declaration from the other
bank, financial ingtitution or cash dealer that it holds documentary evidence of the existence of the
legal entity, itsregulated or listed status and that appropriate due diligence has aready been carried
out.

11.14.2. I dentification procedures shal aso not berequiredinrelation to aonce-off transaction, inwhich
the proceeds of the transaction are not paid, but are directly reinvested on behalf of the personto
whom the proceeds are payablein another transaction:-

(& Of whicharecordiskept; and

(b) Whichresultsonly in another reinvestment made on that person’sbehalf or, in payment made
directly to that person.



11.15. Politically Exposed Persons

11.15.1.  Busnessrdationshipswithindividua sholding important positionsand with personsor companies
clearly related to them may expose abank or cash ded er to significant reputational and/or lega risks.

11.15.2.  Suchpoaliticaly exposed persons (* PEPS’) areindividualswho are or have been entrusted with
prominent public functions, including heads of state or of government, senior politicians, senior
government, judicid or military officias, senior executivesof publicly owned corporationsand important
politica party officids.

11.15.3.  Theposshility exigsthat such personsmay abusetheir public powersfor their ownillicit enrichment
through thereceipt of bribes, embezzlement, etc.

11.15.4.  Accepting and managing fundsfrom corrupt PEPsistantamount to money-laundering

11.155.  Suchaprocesswill severely damagethebank’sor cash dealer’ sreputation and can undermine
public confidenceintheethical slandardsof an entirefinancial centre, sncesuch casesusudly receive
extensive mediaattention and strong political reaction, evenif theillegal origin of the assetsisoften
difficulttoprove.

11.15.6.  Under certain circumstances, the bank or cash dealer and/or their officers and employees
themsel ves can be exposed to charges of money laundering, if they know or would have known that
thefundsweredestined for financing of terrorism or stemmed from corruption or other crimes.

11.15.7.  InZimbabwe, corruptionisaseriousmoney laundering offence and al therelevant anti-money
laundering lawsand regulationsapply (e.g. reporting of suspicioustransactions, prohibition oninforming
thecustome).

11.15.8. Thereisacompelling need for abank or cash dealer considering arelationship with aperson
whomit considersto beaPEPto identify that person fully, aswell aspeopleand companiesthat are
closdly related to him/her.

11.15.9. Banksand cash dealersshould gather sufficient information from anew customer, and check
publicly availableinformation, in order to establish whether or not the customer isPEP. Banksand
cash dealersshould investigate the source of funds before accepting PEP.

8.64 Banksand cash dealerscan reducerisk by conducting detailed due diligence at the out-set of the
relationship and on an ongoing basiswherethey know or suspect that the businessrelationshipiswith

a“ politically exposed person”.

11.15.10. All banksand cash deal ers should continuously assesswhich countries, with persons (entities)
who aremost vulnerableto corruption. One source of information isthe Transparency International
Corruption PerceptionsIndex (TICPI) at w.w.w.transparency.org.

11.15.11. Banksand cashdederswhicharepart of aninternational group might aso usethe group network
asanother sourceof information.
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11.15.12. Where banksand cash deal ers do have businessin countries vulnerableto corruption, they
should establishwho the senior palitica figuresare and, should seek to determinewhether or not their
customer hasany connectionswith suchindividuals (for examplethey may beimmediatefamily or
closeassociates).

11.15.13. Banksand cash ded ersshould notetherisk that individuals may acquirein such connections
after the businessrel ationship has been established.

11.15.14. Detailed duediligenceshouldinclude:

(@ Closescrutiny of any complex structures (for example, involving companies, trust and multiple
jurisdictions) so asto establish that thereisaclear and legitimate reason for using such structures
bearing in mind that most legitimate political figureswould expect their personal affairsto be
undertaken in amorethan usually open manner rather thanthereverse.

(b) Every effort to establish thesource of wedlth (including the economic activity that created wedlth)
aswell asthe source of fundsinvolved in therelationship —again establishing that these are
legitimate, both at the outset of the rel ationship and onan ongoing bas's.

(©) Thedevelopment of aprofileof expected activity onthebusinessrelationship soasto providea
basisfor future monitoring. The profile should beregularly reviewed and updated.

(d) A review a senior management or board leve of thedecisonto commencethebusinessreationship
and regular review, on at least an annual basis, of the development of therelationship.

(e) Closescrutiny of any unusua features, such asvery largetransactions, particular demandsfor
secrecy, the use of cash or bearer bonds or other instrumentswhich break an audit trail, the use
of smdl and unknownfinancia indtitutionsin secrecy jurisdictionsand regul ar transactionsinvolving
sumsjust below atypical reporting amount.

11.16. Wire Transfer Transactions

11.16.1.  Investigationsof maor money laundering casesover thelast few yearshave shownthat criminas
make extensive use of e ectronic payment and message systems.

11.16.2.  Therapid movement of fundsbetween accountsin different jurisdictionsincreasesthe complexity
of investigations. In addition, investigationsbecome even moredifficult to pursueif theidentity of the
originator isnot clearly shownin an el ectronic payment messageinstruction.

11.16.3. Toensurethat wiretransfer systemsare not used by criminasasameansto break theaudit trail,
whereabank or cash deal er makes apayment on behalf of its customer, accurate and meaningful
originator information (name, residentid addressand any account number or referenceof theoriginator)
should beincluded on al money transfersand rel ated messages and should remainwith thetransferor
through the payment chain until it reachesitsfinal destination.

11.16.4.  Thisinformationisparticularly important for internationd trandferson behdf of individua cusomers

to ensurethat the source of funds can beidentified in the event of aninvestigation in thereceiving
jurisdiction.
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11.16.5.  Wheremoney transfersare processed asan intermediary, e.g. whereabank or cash deder” B”
isinstructed by bank or cash dealer “ A” to pay fundsto an account held by abeneficiary at bank or
cashdeder “C”, theoriginator and beneficiary dataprovided by bank or cash dealer “A” should be
preserved and, wherever possible, included inthe message generated by bank or cash dealer “B”.

11.16.6.  Banksor cashded ersshould conduct enhanced scrutiny of , and monitor for suspiciousactivity,
incoming fundstransferswhich do not contain complete originator information.

11.16.7.  Thiswill involveexamining thetransactionin moredetail in order to determinewhether certain
aspectsrelated to the transaction could makeit suspicious (for exampleoriginin acountry knownto
harbour terroristsor terrorist organizations).

11.17. On-Going Monitoring Of Accounts And Transactions
11.17.1.  On-going monitoring isan essential aspect of effectiveK'Y C procedures.

11.17.2.  For al accounts, banks and cash dealers should have systemsin place to detect unusual or
suspicious patternsof activity.

11.17.3.  Cetantypesof transactionsshould dert banksand cash ded ersto the possibility that the customer
isconducting unusual or suspiciousactivities. They may includetransactionsthat do not appear to
make economic or commercial sense, or that involvelarge amounts of cash depositsthat are not
consistent with the normal and expected transactions of the customer.

11.17.4.  Very high account turnover, inconsi stent with the size of the balance sheet, may indicate that
fundsarebeing “washed” through the account.

11.17.5.  Examplesof suspiciousactivitiesaregiven at gppendicesE and F. Banksand Cash Dedlersare
encouraged to sudy money laundering or terrorist financing typol ogiescoming their way or published
by the Financia Action Task Force (FATF) at http://www.fatf-gafi.or g to keep their relevant staff
duly informed of the patterns of abuse.

11.17.6. Wheretheoriginator isacting on behalf of others(e.g. asnominee, agent, or trustee), thenitis
the name, address and account number of the nominee, agent, trustee, etc that should beincluded.
Thebank or cash dedler making the payment should have on filethe name and address of underlying
principles.

11.17.7.  Thereshould beintensified monitoring for high risk accounts. Every bank and cash dedler should
set key indicatorsfor such accounts, taking note of the background of the customer, such asthe
country of origin and source of funds, thetype of transactionsinvolved, and other risk factors. Banks
and cash dedlersshould;

(@ ensurethat they have adegquate management informetion systemsto providemanagersand MLROs
with timely information needed toidentify, analyse and effectively monitor high risk customer
accounts. Thetypesof reportsthat may be needed intheAML/CFT areaincludetransactions
madethrough an account that are unusud.

(b) developaclear policy andinterna guidelines, proceduresand controlsand remain very vigilant
regarding bus nessrd ationshipwith PEPsand high profileindividua sor with personsand companies
that areclearly related to or associated with them.
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13.1.

(c) Asadl PEPsmay not beidentifiedinitialy and sinceexisting customersmay subsequently acquire
PEP status, regular reviewsof at least the moreimportant customers should be undertaken.

RISK MANAGEMENT

Theboard of directorsof the bank and cash dealer should befully committed to an effective KY C
programme by establishing appropriate proceduresand ensuring their effectiveness.

Explicit responsibility should be allocated within the bank and cash deal er for ensuring that their
policiesand proceduresare managed effectively.

Banks and cashdedlers interna audit and compliance functionshaveimportant responsibilitiesin
evaluating and ensuring adherenceto K'Y C policiesand procedures.

Asageneral rule, the compliance function should through the Compliance Officer provide an
independent evaluation of the bank’sor cash dealer’sown policiesand procedures, including legal
and regulatory requirements.

Itsrespons bilities should include ongoing monitoring of staff performancethrough sampletesting of
compliance and review of exception reportsto alert senior management or the Board of Directorsif
it believesmanagement isfailing to addressK'Y C proceduresin arespons ble manner.

Internal audit playsanimportant roleinindependently eval uating therisk management controls, and
should report to theAudit Committee of the Board of Directorsor asimilar oversight body.

Management should ensurethat internal audit functionsare staffed adequately with individualswho
arewd |-versed in such best practices policiesand procedures. In addition, internal auditorsshould be
proactiveinfollowing-up ther findingsand criticisms.

External auditorsalso haveanimportant roleto play inmonitoring banks and cash dedlers’ interna

controlsand procedures, and in confirming that they arein compliancewith laws, rules, regulations
and these Guidance Notes.

RECORD-KEEPING

Statutory Requirements

13.1.1. Section 17 of the Bank Use Promotion and Suppression of Money Laundering Act requiresbanks

and cash dealersto keep records, registersand documents of their customers.

13.1.2. Regulations have been madeinthat respect and those regul ations empower the central bank to make

provisionfor thekeeping of recordsfor periodsexceeding fiveyears.

13.1.3. By virtueof these powers, the central bank ishereunder making provision for the keeping of records.
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13.2. Audit Trail

13.2.1. Record keeping isan essential component in the combat against money laundering and thefinancing
of terrorismin the sensethat an audit trail isestablished.

13.2.2. Otherwise, anauthority investigeting acaserdaedto anti-money laundering or thefinancing of terroriam
would not be ableto follow the movement of thefundsthrough thefinancial system thusrendering
enquiry and confiscation of thosefundsdifficult.

13.2.3. Oftentheonly valid roleabank or cash dealer can play in anti-money laundering or financing of
terrorisminvestigationsisthrough the provision of relevant records, particularly whereacomplex web
of transactionsspecifically for the purpose of confusing theaudit trail has been used.

13.3. Identity Records

13.3.1. All documentation required by banks and cash dealersto verify theidentity of customers must be
retained for aperiod of not lessthan 10 years after the closure of the account or cessation of the
businessrel ationship with the customer concerned.

13.3.2. In caseswhereathird party hasbeen relied upon to undertake verification of identity proceduresor
to confirmidentity, copiesof al recordsrelating to verification of identification should beretainedin
Zimbabwefor the same period as stated in the paragraph above.

13.4. Transaction Records

13.4.1. Transaction records, in whatever form they areused, e.g. credit/debit dips chequesetc. need to be
maintai ned for aperiod of not lessthan 10 yearsafter the completion of thetransactions concerned,
to enableinvestigating authoritiesto compile asatisfactory audit trail for suspected laundered and

terrorist fundsand establish afinancial profile of any suspiciousaccount. Thisshouldincludethe
falowing:-

(@ thevolumeof fundsflowingthroughtheaccount.

(b) thesourceof thefunds, includingfull remitter details.

(¢) theforminwhichthefundswereoffered for withdrawal i.e. cash, cheques, etc.
(d) theidentity of the person undertaking thetransaction.

(e) counter party details

() thedestination of thefunds.

(9 theformof ingtructionand authority.

(h) thedateof thetransaction.

13.5. Reports made to and by the MLRO

13.5.1. Recordsof al internal reportsmadeto the M oney L aundering Reporting Officer and also al reports

made by theMLRO totheF.l.I.E. should beretained for aperiod of not lessthan 10 yearsafter the
dateof reporting.
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13.6. Records Relating To On-Going Investigations

13.6.1. Wheretherecordsreateto on-goinginvestigations, they should beretained until itisconfirmed by the
authoritiesthat the case hasbeen closed.

13.7. Electronic Records

13.7.1. Recordsof electronic paymentsand messages must betreated in the sameway asany other records
and kept for the period mentioned in 13.4.1.

13.7.2. A comprehensive set of identification documentsin respect of each customer should bekept inan
orderly manner and produced to the central bank on request.

13.7.3. Itislawful to eectronically record any matter and apersond identification mark onthee ectronically
recorded document isasgood asasignature.

14.0 RECOGNITION AND REPORTING OF SUSPICIOUS
TRANSACTION

14.1. What Is A Suspicious Transaction?

14.1.1. A Suspicioustransaction has been defined in theinterpretation section of the Bank Use Promotion
and Suppression of Money LaunderingAct. Thisstatutory definition isreproduced at paragraph 4.2
of these Guidance Notes.

14.1.2. A suspicious transaction is a transaction which gives rise to suspicion for any
reason.

14.1.3. Wherethereisabus nessrel ationship, asuspicioustransaction will often beonewnhichisincons stent
withacustomer’sknown, legitimate businessor persond activitiesor withthenorma businessfor thet
typeof account. Therefore, thefirst key to recognition isknowing enough about the customer and the
customer’sbusinessto recognizethat atransaction, or seriesof transactions, areunusual.

14.1.4. Questions that a bank or cash dealer might consider when determining whether an established
customer’ stransaction might be suspiciousare:-

(@ Istheszeof thetransaction cons stent with the normal activitiesof the customer?

(b) Isthetransaction rationd inthe context of the customer’sbusinessor personal activities?

(¢) Hasthepattern of transactions conducted by the customer changed?

(d) Wherethetransactionisinternational in character, doesthe customer have any obviousreason
for conducting businesswith the other country involved?

14.2. Examples of Suspicious Transactions

14.2.1. Examplesof what may constitute suspicioustransactionsinrel ation to money laundering aregivenin
Appendix E.



14.2.2. However, identification of any of thetypesof transactionslisted in Appendix F along with other
availableinformationincludinginthe caseof terrorism, listsof suspected terrorists, terrorist groups
and associated individual sand entitiesissued by the United Nations, should prompt further investigation
and beacatalyst towards making further enquiries.

14.2.3. Sufficient guidance must be given to staff to enable them to recogni ze suspicioustransactions. The
type of situationsgiving riseto suspicioustransactionswill depend on abank’sor cash dealer’s
customer base and range of servicesand products.

14.2.4. Banksand cash dedl ersmight al so consider monitoring thetypes of transactionsand circumstances
that have given riseto suspiciousreportsby staff, with aview to updating interna instructionsfrom
timetotime.

15.0 REPORTING OF SUSPICIOUS TRANSACTIONS

15.1. Thereisanobligationonall staff to report in writing to the ML RO suspi cious activity of money
laundering and terrorist financing.

15.2. However, if the staff considersthat the preparation of thereport for theMLRO or refusal to carry out
thetransaction may jeopardizethetracking of the beneficiaries of asuspicioustransaction or whereit
isimpossibleto prepare such areport, the staff may processthetransaction but he must immediately
thereafter report thematter to the ML RO whowill accordingly lodge areport of thetransactiontothe
FIIE.

15.3. All banksand cash ded ershaveaclear obligationto ensurethat:-
(@ Eachreevant employeeknowstowhich person heor sheshould report suspicioustransactions.

(b) Thereisaclear reporting chain under which those suspicioustransactionswill be passed directly
and without delay tothe ML RO.

(¢) Onceanemployeehasreported his/her suspiciontothe ML RO, he/she hasfully satisfied and
discharged his’her statutory obligation.

15.4. The Money Laundering Reporting Officer (MLRO)

15.4.1. Banks and cash deal ers should ensure that appropriate replacement will be provided in casethe
MLRO isabsent. Inno case, however, should amember of theInternal Audit Department of the bank
or cash dealer perform the duties of the ML RO asthiswill createaconflict of interest.

15.4.2. TheMLRO must be endowed with asignificant degree of responsibility and independence. He/sheis
required to determinewhether theinformation or other matters contained in thetransaction report he/
shehasreceived giveriseto knowledge of reasonabl e suspicion that acustomer isengaged in money
laundering or thefinancing of terrorism.

15.4.3. In making thisjudgment, he/she should consider al other relevant information availablewithin the
bank or cash dealer concerning the person or businessto which theinitial report relates.
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15.4.4. Thismay include making areview of other transaction patternsand volumesthrough the accountsin
the same name, thelength of the businessrelationship, and referral to identification recordsheld.

15.4.5. If, after completing thisreview, it isdecided that there are no factsthat would prove the suspicion,
then he/shemust report that suspicioustransactiontotheF.l.1.E.

15.4.6. Nevertheless, care should be taken to guard against areport being submitted asamatter of routine
without undertaking reasonableinterna enquiriesto determinethat al availableinformation hasbeen
takeninto account.

15.4.7. The MLRO will be expected to act honestly and reasonably and to make hig/her determinationin
goodfaith.

15.4.8. Provided theMLRO or in hisabsence, the person authorized to replace him, doesact ingoodfaithin
deciding not to pass on any suspicioustransaction, therewill beno liability for non-reporting if his
judgment islatter found to bewrong.

15.5. Internal Reporting Procedures And Records

15.5.1. Reporting lines should be as short as possi bl e, with the minimum number of people between the
personwith the suspicion and the ML RO. Thisensures speed, confidentiality and accessibility tothe
MLRO.

15.5.2. All suspicioustransactionsreported to the M L RO should be documented.
15.5.3. Thereport shouldincludefull detail of the customer.

15.5.4. TheMLRO should acknowledgereceipt of thereport. All internal enquiriesmadeinrelationto the
report, and the reason behind whether or not to submit the report to the authorities, should be
documented.

15.5.5. Thisinformation may berequired to supplement theinitia report or asevidence of good practiceand
best endeavoursif, at somefuturedate, isaninvestigation in acase on which the ML RO hasopted
not to report and suspicious activitiesarelater found to betrue.

15.5.6. On-going communication betweenthe ML RO and theinternd reporting person/department isimportant.
The person who has made the report to the M L RO should be made aware of the MLRO’sdecision
whether areport has been made by himtotheF.I.I.E. Unit or otherwise.

15.5.7. Likewise, at theend of aninvestigation, all membersof staff concerned should beinformed of the
outcome. Itisparticularly important that the ML RO isinformed of all communication between the
investigating authoritiesand the bank or cash dedler at al stagesof theinvestigation.

15.6. Other Crimes

15.6.1. MLROsshould distingui sh between the making of Suspicion Transaction Reportsin respect of money

laundering or thefinancing of terrorismand thelodging of acomplaint or alegation of crimewiththe
Policeforinvestigation.
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15.7. Reporting

15.7.1. Anyonewhofailstoreport on activitiesrelated to money laundering shall beguilt and liable
for afinenot lessthan $5billion.

16.0 EDUCATION AND TRAINING

16.1. On-Going Training Programme

16.1.1. Every bank or cash dealer must, in order to combat money laundering and thefinancing of terrorism,
implement an ongoing training programmefor itsofficersand employeesin order to discharge part of
itsstatutory duty to take reasonable measuresin that regard.

16.2. Staff Awareness
16.2.1. Banksand cash dealers must take appropriate measuresto make employees aware of :

(& Policiesand procedures put in placeto prevent money laundering and thefinancing of terrorism
including thosefor identification, record-keeping, the recognition and handling of suspicious
transactionsandinternal reporting.

(b) Thelega requirementscontainedintheBUP& SML Act of 2004, the Prevention of Corruption
Act 2004, insofar asitisgpplicableto money laundering, the Bill on Suppression of Internationa
Terrorismwith regard to thefinancing of terrorism and the Convention for the Suppression of the
Financing of International Terrorism (1999) and Regulations applicableto them.

(d) Their own persond statutory obligationsand thefact that they can persondly beliablefor fallure
to report information in accordancewithinternal procedures.

16.3. Different Requirements For Different Categories Of Staff
Account Opening Personnel.....

16.3.1. Those membersof staff responsiblefor account opening and acceptance of new customers must
receivetraining inrespect of theneed to verify acustomer’ sidentity and ontheinterna opening and
customer verification proceduresavailableintheingitution.

16.3.2. They should also be familiarized with the recognition and handling of suspicioustransactionsand
internal suspicioustransaction reporting procedures.

Front Line Staff....

16.3.3. All front line staff who aredealing directly with the public arethefirst point of contact with potential
money launderersand terroristsor their agents.

16.3.4. They haveto betrainedto know thetrueidentity of the customer and theneed to, at the outset, know
enough of thetype of businessactivitiestheclientisinto.



16.3.5. They should beaert to any changein the pattern of acustomer’stransactionsor circumstancesthat
might constitute conduct. They should be provided with training on the recognition and handling of
suspi cious transactions and on the procedures to be adopted when a transaction is regarded as
suspicious.

New Employees....

16.3.6. New employeesmust, as soon asmay bereasonably practicable be given abroad appreciation of the
genera background to the combating of money laundering and the financing of terrorism, and the
internal suspicioustransactionsreporting procedures.

16.3.7. They should be made aware of theimportance placed on the reporting of suspicioustransactionsby
the organization, that thereisalegal requirement to report and that there isapersonal statutory
obligationinthisrespect.

16.3.8. They should also be provided with acopy of thewritten policiesand proceduresin placefor the
reporting of suspicioustransactions.

Supervisors and Managers.......

16.3.9. A higher levd of instruction covering al aspectsof money laundering procedures should be provided
to thosewith theresponsbility for supervising or managing staff.

16.3.10.  Thiswill includethe pendtiesarisng under theAct for non-reporting, asssting money launderers
and ‘tipping off; internal reporting procedures; and therequirementsfor the verification of identity and
retention of records.

MLROs and Compliance Officers....

16.3.11.  In-depthtraining concerning al aspectsof the Bank Use Promotion and Suppression of Money
Laundering Act of 2004, the Prevention of Corruption Act of 2004 in sofar asitisapplicableto
money laundering, the Prevention of TerrorismAct 2004 inregard to thefinancing of terrorismandthe
Convention for the Suppression of the Financing of TerrorismAct 2003 and the Regulationsapplicable
tothoselegidations, theinternd policiesapplicableintheir inditutionsand therecognition of suspicious
transactions, will berequired for the ML RO and Compliance Officer.

16.3.12.  Inaddition,theMLRO and Compliance Officer will requireextensveinitid and ongoingingtruction
on thevalidation and reporting of suspicioustransactions, on feedback arrangements, and on new
trendsand patternsof crimina activity.

16.4. Refresher Training

16.4.1. It will benecessary to make arrangementsfor refresher training at regular interval sto ensurethat staff
doesnot forget their respongbilities.

16.5. Records

Banksand cash dedersshould keep arecord of dl anti-money laundering and combating thefinancing
of terrorismtraining delivered toitsemployees.



APPENDIXA

RECOGNISED, DESIGNATED AND APPROVED STOCK/INVESTMENT EXCHANGES

a) Recognised UK Investment Exchanges

X3

S

London Stock Exchange (LSE)

London Internationa Financia Futures& OptionsExchange (L1FFE)
International Petroleum Exchange of London (1PE)

London Commaodity Exchange (LCE)

London Meta Exchange(LME)

London Securitiesand Derivatives Exchange (OMLX)

Trade point Financial NetworksPLC
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b) Recognised Overseas Investment Exchanges:

* TheNationa Association of SecuritiesDealersincorporated (NASDAQ)
»  Sydney FuturesExchangelLtd (SFE)

e Chicago Mercantile Exchange (GLOBEX)

» ChicagoBoard of Trade (GLOBEX)

* New York Mercantile Exchange (NY MEX)

c) The Channel Islands Stock Exchange

2. Designated Investment Exchanges (DIEs) American Stock Exchange
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%

American Stock Exchange (ASE)

Amsterdam Pork & Potato Termina Market Clearing House (NLKKAYS)
Amsterdam Futures

Audrdian Futures

BolsaMexicanadeValores

Chicago Board Options Exchange M ercantile Exchange
Coffee, Sugar and CocoaExchange, Inc

Commodity Exchangelnc

Copenhagen Stock Exchange (Inc. FUTPO)

DTB Deutsche Terminborse

European OpinionsExchange

FinancideTermijinborse

Finnish OptionsMarket

Hong Kong Stock Exchange

Internationa SecuritiesMarket Association

Irish Futuresand Options Exchange (IFOX)
Johannesburg Stock Exchange

Kansas City Board of Trade

Korea Stock Exchange

Marche’ des Options Negociablesde Paris(MONEP)
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X3

S

MarcheaTermelnternational deFrance

MEFF RentaFija

MEFF RentaVariable

Midway Commodity Exchange

Midwest Stock Exchange

MinnegpolisGrain Exchange

New York Cotton Exchange (including CitrusAssociates of theNew York Cotton Exchange
New York Futures Exchange

New York Mercantile Exchange

New York Stock Exchange

New Zedand Futures Exchange

New Zedand Stock Exchange OM StockholmAB
Osaka Stock Exchange

Pacific Stock Exchange

PhiladelphiaBoard of Trade

PhiladelphiaStock Exchange

SingaporeInternational Monetary Exchange (SIMEX)
Singapore Stock Exchange

South African Futures Exchange (SAFEX)
SwissOptionsand Financia Futures Exchange
Sydney FuturesExchange

Tokyo Internationa Financid FuturesExchange (TIFFE)
Tokyo Stock Exchange

Tokyo Futures Exchange

Vancouver Stock exchange
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3. Approved Exchanges

K/
L X4

Amsterdam Stock Exchange

(Amsterdamse Effectenbeurs)

Antwerp Stock Exchange (Effectenbeurs vennootschap van Antwerpen)
Association de | ntermediaros deActivos Financieros (Spanish Bond Market)
Athens Stock Exchange (ASE)

BarcelonaStock Exchange (Bolsade Vaoresde Barcelona)

Bade Stock Exchange (Bader deValoresde Barcelonad)

Belgium Futures& OptionsExchange (BELFOX)

Berlin Stock Exchange (Berliner Borse)

Bergen Stock Exchange (Bergen Bors)

Bergen Stock Exchange (Borsade Va oresde Bilbao)

BolognaStock Exchange (BorsaValori de Bologna)
BolsadeMercadorios & Futures(BM & F)

Boedeaus Stock Exchange (Bourse de Boardeaux)

Boston Stock Exchange

Bovespa (Sao Paulo Stock Exchange)

Bremem Stock Exchange (Bremener Werkpapierborse)

Brussels, Stock Exchange (SocietedelaBourse desVaeurs
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X3

S

Moiliereg Effecten Beursvennootschap van Brussals)
BVR (RiodeJaneiro Stock Exchange)

Cincinnati Stock Exchange

Copenhagen Stock Exchange (K obenhavns Fondsborse)
Fukuoka Stock Exchange

Genoa Stock Exchange (BorseVaori di Genoa)
Hamburg Stock Exchange (Hanseati sche Vertipapier Borse Hamburg)
Hannover SE (Niedersachs sche Borse zu Hannover)
Helsinki Stock Exchange (Hel sigen Arvopaperiporss Osuuskunta)
Kuaal umpur Stock Exchange

LilleStock Exchange

Lisbon Stock Exchange (Borsade Vaoresde Madrid)
Marseilles Stock Exchange

Mercato Italino Futures(MIF)

MidWest Stock Exchange

Milan Stock Exchange (BorsaBaloresde Milano)
Munich Stock Exchange (Bayerische Borsein Munchen)
Nagoa Stock Exchange

Nancy Stock Exchange (Boursede Nancy)

Nantes Stock Exchange (Bourse de Nantes)

Naples Stock Exchange (BorsaValori di Napoli)

New Zeaand Stock Exchange

Oporto Stock Exchange (Bolsade Valoresde Porto)
OdaStock Exchange (OdaBors)

Palermo Stock Exchange (BorsaValori de Palenno)
Rome Stock Exchange (BorsaValori di Roma)
Stockholm Stock Exchange (Stockholm Fondbors)
Stuttgart Stock Exchange (Baden —Wurtembergi sche Wertpapierborse zu Stuttgart)
Taiwan Stock Exchange

Tel Aviv Stock Exchange

The Stock Exchange of Thailand

Trieste Stock Exchange (BorseVaori di Trieste)
Trondhiem Stock Exchange (TrondheimsBors)
ValenciaStock Exchange (BorsaVaori de Venezia)
ViennaStock Exchange

Zurich Stock Exchange (Zurcher Borse)
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4. EFA Regulated Markets Under Article 16 of the Investment Services Directive
(93/22/EEC)
(Notesomelisted may also beincluded | thelistsof DIEsor Approved Exchanges)

Austria
» ViennaSock Exchange
»  (Wiener Wertpapielborse)
» Austrian Financid Futuresand Options Exchange (Vienna)
» (Ogerreichische Termin-und OptionenborseAktiengesalleschaft)
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Belgium

Deeerste en tweede markt van de effectenbeursvan Brussdl/L e

Denmark
>

France
>
>

Finland
>

France

YV V VYV

Germany
>
>

>

Greece
>
>

Iceland
>

Ireland

ltaly

The Copenhagen Stock Exchange, Clearing House

LeMatif
LePremier marcheet e second marchedelaboursede Paris

Hex Ltd Helsinki Securitiesand Derivatives Exchange, Clearing House

LeMaitif

Lepremier marcheet le second marche delaboursede Paris
Lenouveau marche

Lemonep

Berliner Wertpapierborse (Amtlicher Handdl, Geregdter Markt) (Berlin Stock Exchange)
Wertpapierborsein Brenme (Amtlicher Handel, Geregelter Markt) (RhineWestphalian
Stock Exchange Dussdldorf)

Frankfurter Wertpapi ernborse (Amitlicher Handel, Geregelter Markt) (Frankfurt Stock
Exchange)

Deutsche Terminborse (DTB)

Hanseati c Wertpapi erborse Hamberg (Amtlicher Handel, Geregelter Markt) (Hansegtic
Stock Exchange Hamburg)

Niedersachsische Borse (Amitlicher Handel, Geregelter Markt) (Amstock Exchange of
L ower Saxony (Hanover) Bayerische Borse (Amtlicher Handel, Geregelter Markt)
(Bavarian Stock Exchange (Munich)

Baden —Wurttembergi sche Wertpapi erborse (Amtilicher Handel, Geregelter Markt)
Baden—Wurttenberg Stock Exchange (Stuttgart)

Athens Stock Exchange
Thessalonki Stock Exchange Centes(TSEC)

|celand Stock Exchange (Verdbrefathing Idands

Ireland Stock Exchange

Borsaltaian SPA (Italian Stock Exchange, Milan)
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Luxemburg
» Luxembourg Stock Exchange (SocietedelaBoursede L uxembourg SA)

The Netherlands
» Amsterdam Exchanges (Amsterdamse effectenbeurs) EOE —optiebeurs

Norway
» TheOdo Stock Exchange

Portugal
» Mercado de Cotacoes Oficials de Bolsade Valores de Usboa (Market with Official
Quotations of the BolsadeVaoresde Lisboa)
» Segundo Mercado de Bolsa de Valores de Lisboa (Second Market of the Bolsa de
ValorasdeLisboa)
» BolsadeDerivadosde Porto

Spain

LaBolsadeValoresdeBarcelona

LaBolsadeVaoresdeBilbao

LaBolsadeVaoresdeMadrid

LosBolsadeVaoresdeVaencia

Losmercados oficialesdefuturosy opcionesde Meff Sociedad rectoradel Mercado
de Products Financieros Derivados de Renta Fija, Say Meff Sociedad Rectoradel
Mercaod de Products Financieros Derivados de RentaVariable, SA AIAF, Mercado
deRentaFija, SA Mercado de Deusa Publicaen Anotaciones

YVVVYVY

Sweden
» Stockholm Stock Exchange (Stockholm FondborsAB)
> Penningmarknadsinformation Pml AB
» OM StockholmAB

United Kingdom
Thefollowing four of themarketscomprising the London Stock ExchangeLimited:
» TheDomestic Equity Market
»  TheEuropean Equity Market
» TheGilt-Edged and Sterling Bond Market
» TheAlternativelnvestment Market

TheLondon International Financial Futuresand Options Exchange (LIFFE) OMLX. TheLondon
Securitiesand Derivatives Exchange Limited Tradepoint Stock Exchange



APPENDIX B

FATF MEMBER COUNTRIES AND TERRITORIES WITH LEGISLATION/STATUS/
PROCEDURES EQUIVALENT TO THE ZIMBABWEAN LEGISLATURE OR PROCEDURE

1. Audrdia

2. Bahamas

3.  Bemuda

4. Bdgum

5. Canada

6. Caymanldands
7.  Denmak

8. HFnlad

9. France

10. Gemany

11. Gibrdtar

12. Greece

13. Guernsy

14. HongKong
15. lcdand

16. India

17. Irdand

18. Ideof Man
19. Itdy

20. Jgpan

21, Jarsey

22. Luxembourg
23. Mdta

24. Netherlands(Excluding NetherlandsAntilles)
25. New Zedand
26. Norway

27. Portugd

28. Singapore
29. SouthAfrica
30. Span

31. Sweden

32. Switzerland
33.  UnitedKingdom
34. United States



APPENDIX C

ELIGIBLE INTRODUCERS CERTIFICATE

NaMEOf A PPl CANT: ... e e e e e s

AdAress Of AP CANL: ... ... e e e e ——————————————
(including postcode)

I/WE CERTIFY THAT in accordance with the provisions of the Bank Use Promotion and Suppressi on of
Money Laundering Act 2004 on the prevention of Money Laundering and Terrorist Financing asamended
fromtimetotime, or equivaent legidation:

() Wehaveverifiedtheidentity of theA pplicant and confirm that documentary evidence hasbeen obtained
and identity checkshave been undertaken to confirm that the applicant(s) name(s) and address (es)

asshown on the applicant form(s) iSare correct.

(i) Theunderlying recordsof identity and copiesof the documentary evidencerecelved are attached to
thiscertificate.

AND

(i) TheApplicant (s) iSareapplying on his’hisown behalf and not asnominee, trusteeor inafiduciary
capacity for any other person.

(iv) I/WE am/areunaware of any activitiesof theApplicant that cause me/usto suspect either that the
applicant isengaged inmoney laundering or any other from of crimina conduct.

Full Name of Regulated INtrOdUCEN:.........co it e e

Nameof Regulator...........ccoovviiiiiiiiiciie Country of Regulator...........ccccovvvvieiiceciieieesiennens

Licenceor RegistrationNO............ccoviiiiiiiiiiinnns

Sgned:. ... FUITNaMES. ..o

JObTitles . ... D= =
P i



APPENDIX D

NON-COOPERATIVE COUNTRIES OR TERRITORIES

The FAFT recommendsthat special attention should be given to businessrelations and transactionswith
persons, including companiesand financia ingtitutions, from the * non-cooperative countriesand territories
listed below:-

Thecurrent list asof 2 July 2004 of non-cooperative countriesand territoriesisasfollows:

Cook Idands
Myanmar
Indonesia
Nauru
Nigeria
Philippines
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APPENDIX E

EXAMPLES OF SUSPICIOUS TRANSACTIONS (MONEY LAUNDERING)

)

(i)

MONEY LAUNDERING USING CASH TRANSACTIONS

@

()

©

(d)

€

()

)
(h)

Unusudly large cash depositsmade by anindividua or company whosenorma businessactivities
would normally be generated by chequesand other instruments.

Substantial increasesin cash deposits of any individual or businesswithout apparent cause,
especidly if such depositsare subsequently transferred within ashort period out of the account
and/or to adestination not normally associated with the customer.

Customerswho deposit cash by means of numerous credits slips so that the amount of each
deposit isunremarkable, but thetotal of al the creditsissignificant or ssimilar depositsat a
number of brancheswithin ashort space of time, al being credited to acentral account.
Company accountswhose transactions, both deposits and withdrawal s, are denominated by
cash rather than formsof debit and credit normally associated with commercia operations(e.g
cheques, lettersof credit, Billsof Exchange, etc).

Customerswho constantly pay inor deposit cashto cover requestsfor money transfers, bankers
draftsor other negotiableand readily marketable money instruments.

Customerswho seek to exchangelarge quantities of low denomination notesfor those of higher
denomination.

Frequent exchange of cashinto other currencies.

Branchesthat have agreat deal more cash transactionsthan usual.

MONEY LAUNDERING USING BANK ACCOUNTS

@

(b)

©

(d)
€

()
()

()
0]

Customerswho wish to maintain anumber of trustee accountswhich do not appear consi stent
withthetypeof business, including transactionswhich involve nominees.

Customers who have numerous accounts and pay in amounts of cash to each of them in
circumstancesin which thetotal of creditswould bealarge amount.

Any individua or company whaose account showsvirtualy nonorma persona banking or business
related activities, but isused to receiveor disburselarge sumswhich have no obviouspurpose or
relationship to the account holder and/or hisbusiness(e.g. asubstantial increase and turnover on
an account).

Paying inlargethird party chequesendorsed infavour of the customer.

L arge cash withdrawal sfrom aprevioudy dormant/inactive account, or from an account which
hasjust received an unexpected large credit from abroad.

Customerswho together, and smultaneoudy, use separatetd|lersto conduct large cash transactions
or foreilgn exchangetransactions.

Greater use of safe deposit facilities. The use of sealed packets deposited and withdrawn.
Companies representativesavoiding contact with thebranch.

Substantial increasesin deposits of cash or negotiableinstrumentsby aprofessional firm or



(iii)

(iv)

0)

(k)

(0

company, using client accountsor in-house company or trust accounts, especialy if thedeposits
arepromptly transferred between other client, company and trustsaccounts.

Customerswho declineto provideinformation that in normal circumstanceswould makethe
customer eligiblefor credit or for other banking servicesthat would beregarded asvaluable.
Insufficient useof normal banking facilities(e.g. avoidanceof highinterest ratefacilitiesfor large
balances).

Large number of individuals making paymentsinto the same account without an adequate
explanation.

MONEY LAUNDERING BY OFFSHORE INTERNATIONAL ACTIVITY

@

(b)

©

(d

©

()

@

Customer introduced by an overseas branch, affiliate or other bank based in countrieswhere
production of drugsor drug trafficking may beprevalent.

Useof lettersof credit and other methods of trade finance to move money between countries
wheresuch tradeisnot cons stent with the customer’susual business.

Customerswho makeregular and large payments, including wiretransactions, that canbeclearly
identified asbonafidetransactionsto, or receiveregular and large paymentsfrom, countries
which are commonly associated with the production, processing or marketing of drugsand/or
proscribed terrorist organizations.

Building up large balances, not consistent with theknown turnover of the customer’ sbusiness
and subsequent transfer of account(s) held oversess.

Unexplained electronic fund transfers by customerson an in and out basis or without passing
through an account.

Frequent requestsfor traveler’scheques. Foreign currency draftsor other negotiableinstruments
to beissued.

Frequent payinginof traveler’ schequesof foreign currency drafts, particularly if originating from
oversess.

MONEY LAUNDERING INVOLVING FINANCIAL INSTITUTION EMPLOYEES
AND AGENTS.

@
()

©

(d)

€

Changesinemployee' scharacteristics (e.g. lavishlifestyles).

Changesin employee or agent performance (e.g. the salesman selling productsfor cash has
remarkableor unexpected increasein performance).

Any dealing with an agent where theidentity of the ultimate beneficiary or counterparty is
undisclosed, contrary to normal procedurefor thetype of business concerned.

Overhilling Schemes, whereby materials ordered for apurchase are of apoorer quality and
lower pricethan what was specified, but thisisnot reflected in the negotiated contract.
Corporate crime against theinterest of shareholdersand of the public at large.
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(f) Admissionsor statementsby directors, officersor employeesto law practitionersof their or their
company’sinvolvementincrimind activities.

(v) MONEY LAUNDERING BY SECURED AND UNSECURED LENDING

(@ Customerswho repay problemloansunexpectedly.

(b) Request to borrow against assetsheld by theinstitutionsor athird party, wherethe origin of the
assetsisnot reasonably known or the assets areinconsi stent with the customer’s standing.

(¢) Request by acustomer for aninstitution to provide or arrange finance wherethe source of the
customer’sfinancial contribution to aded isunclear, particularly where property isinvolved.

Sales and dealing staff.........
(@) New Business
(i) Acdlientwithno acceptablereasonfor usngthefirm’'sservices, eg. clientswith distant addresses
who could find the same service nearer their home base; clientswhoserequirementsarenotin
thenormal pattern of firm’sbusinesswhich could bemoreeasily serviced elsewhere.
(i) Aninvestor introduced by an overseasbank, affiliate or other investor both of which are based
in countrieswhere production of drugsor drug trafficking may be prevalent.
(iii) Any transaction inwhich the counterparty to thetransaction isunknown.

(vi)  Intermediaries

Therearemany clearly legitimatereasonsfor aclient’suse of anintermediary. However, the use of
intermediariesdoesintroducefurther partiesinto the transaction thusincreasing capacity.

Any apparent unnecessary use of anintermediary inthetransaction should giveriseto further enquiry.

(vii) Potentially Suspicious Circumstances — Trust Companies

Thefollowing areexamplesof potentialy suspiciouscircumstancewhich may giverisetoasuspicion
of money launderingin the context of Trust Companies.

Suspicious Circumstances Rel ating to the Customer/Client’ shehaviour:

(@ Theegablishment of Companiesor Trustswhich have no obviouscommercia purpose.
(b) ClientsCustomerswho appear uninterested inlegitimatetax avoidance schemes.

(¢) Sdesinvoicetotasexceeding theknown vaueof goods.



(d) Thedlient/customer makesunusualy large cash paymentsin relation to businessactivitieswhich
would normally be paid by cheques, bankersdraftsetc

(&) Thecustomer/client payseither over theoddsor sdllsat underva uation. Thisincludesthe under-
invoicing of exportsand over-invoicing of imports.

(f) Customerg/Clientshave myriad of bank accountsand pay amountsof cashinto dl thoseaccounts
which, intotal, anount toalargeoverall sum.

(9 Cugomerddientstransferringlargesumsof money to or from overseaslocationswithingructions
for payment in cash (h). The payment into bank accounts of largethird party chequesendorsed
infavour of theclient/customer.

Potentially Suspicious Secrecy may involve the following

ad) Theexcessveor unnecessary use of nominees.

b) Theunnecessary granting of wideranging Powersof Attorney

c) Theutilization of aclient account rather than the payment of thingsdirectly.

d) Anunwillingnessto disclosethe sourcesof funds

€) Theuseof amailingaddress.

f)  Theunwillingnessto disclosetheidentity of the ultimatebeneficid ownersor beneficiaries.

Suspicious Circumstances in Groups of Companies and/Trusts:

a) Companieswhich continualy makesubstantia |osses

b) Complex group structureswithout acause

c) Subsidiarieswhich haveno apparent purposes

d) A frequent turnover in shareholders, directorsor trustees

€) Uneconomicgroup structurefor tax purposes

f) Theuseof bank accountsin several currenciesfor no apparent reason

g Theexistenceof unexplainedtransfersof large sumsof money through severa bank accounts.

h) A medium sized corporate customer, shortly before going into voluntary liquidation, sellsits
primeasset at apparently lessthan market value. At around the sametimeless desirabl e assets
are purchased by thecompany frominterest whichitissuspected areassociated with thedirectors
and at priceswhich according to your information arewell in excessof their truevalue.

i)  Thepayment of secret commissions.

J)  Skimmingof profitsto executivedirectors.

k) Directorsor management fraudulently acting against theinterest of their company.

[)  Payment of large management feesto entitiesassociated with directors or management.

It should be noted that none of thesefactorson their own necessarily mean that acustomer/client or
any third party isinvolvedin any money laundering. However, in most circumstancesacombination of
someof the abovefactors should arouse suspicion. Inany event, what does or doesnot giveriseto
suspicionwill depend on the particular circumstances.
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APPENDIXF

EXAMPLES OF SUSPICIOUS TRANSACTIONS (FINANCING OF TERRORISM)

A

Accounts
(i) Accountsthat receive periodic depositsafter lying dormant for along time. Theseaccountsare

thenusedto cresteaseemingly legitimatefinancia background throughwhich additiond fraudulent
activitiesmay becarried out.

(i) A dormant account containing aminimal sum suddenly recelvesadeposit or seriesof deposits
followed by daily cash withdrawal sthat continue until thetransferred sum hasbeen removed.

(i) When opening an account the customer refusesto provideinformation required by thefinancial
ingtitution, attemptsto reducethelevd of informationwhichintheendismideading or difficult to
veify.

(iv) Anaccount for which severa personshave signing powers, yet these persons appear to haveno
relationship (either family tiesor businessrelationship)

(v) Anaccount opened by alega entity or an organi zation that hasthe same address as other legd
entitiesor organi zations but for which the same person or personshave signing powers, when
thereisno apparent economic or legal reason for such arrangement (for example, individuals
serving ascompany directorsfor multiple companieswith headquartersat the samelocation,
etc.)

(vi) Anaccount opened inthe name of arecently formed legal entity and inwhich ahigher than
expected level of depositsismadein comparison with theincome of thefoundersof the entity.

(vii) The opening by the same person of multiple accountsinto which numeroussmall depositsare
madethat in aggregate are not commensurate with the expected income of the customer.

(viii) An account opened inthe name of alegal entity that isinvolved inthe activitiesof an association
or foundation whoseaimsarerelated to the claims or demands of aterrorist organization.

(iX) Anaccount opened inthe nameof alega entity, afoundation or an association, which may be
linked to aterrorist organization and that shows movementsof fundsabovethe expected level of
income.

Deposits and Withdrawals

(i) Depogtsfor abusnessentity in combinationsof monetary instrumentsthat areincons stent with
theactivity normally associated with such abusiness (for example, depositsthat includeamix of
business, payroll and socia security cheques).

(i) Large cash withdrawals made from a business account not normally associated with cash
transactions.

(i) Large cash deposits madeto the account of anindividual or legal entity when the apparent
business activity of theindividual or entity would normally be conducted in chequesor other
payment instruments.

(iv) Mixing of cash depositsand monetary instrumentsin an account in which such transactionsdo
not appear to have any relation to the normal use of the account.
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(v) Multipletransactionsthat do not appear to have any relation to the normal use of the account.

(vi) Thestructuring of depositsthrough multiple branchesof the samefinancial institutionsor by
groupsof individuaswho enter asingle branch at thesametime.

(vii) Thedeposit or withdrawad of cashinamountswhichfal consstently just bel ow that whichwould
trigger reporting or identification requirements.

(viii) The presentation of uncounted fundsfor atransaction such that upon counting, thetransactionis
reduced to an amount just bel ow that whichwould trigger reporting or identification requirements.

(iX) Thedeposit or withdrawa of multiple monetary instrumentsat amountswhich fall consistently
just below identification or reporting thresholds particularly if theinstrumentsare sequentialy
numbered.

Wire Transfers

K/
L X4

WireTrandfersordered in small amountsin an apparent effort to avoid triggering identification.

Wiretransfersto or for anindividua whereinformation ontheoriginator, or the person onwhose

behalf thetransactionsisconducted, isnot provided with thewiretransfer, when theinclusion of

suchinformationisexpected.

s Useof multiple persona and business accounts or the accounts of non-profit organizationsor
charitiesto collect and then funndl fundsimmediately or after ashort timeto asmall number of
foregnbeneficiaries.

¢ Foreignexchangetransactionsthat are performed on behdf of acustomer by athird party followed

by transfersof thefundsto alocation having no apparent busi ness connection with the customer.

e

A

Characteristics of the customer or his/her business activity

() Fundsgenerated by abusnessowned by individudsof thesameorigin or involvement of multiple
individuasof thesameoriginfrom countriesof specific concern acting on behdf of amilar busness
types.

(i) Shared addressfor individuasinvolvedin cashtransactions, particularly whentheaddressisa so
abusiness|ocation and/or does not seem to correspond to the stated occupation (for example
student, unemployed, self employed, et.c).

(i) Stated occupation of the transctor isnot commensurate with thelevel or type of activity (for
example, astudent or an unemployed individual who receivesor sendslarge numbersof wire
transfer, or who makes daily maximum cash withdrawals at multiplelocations over awide
geographic areq).

(iv) Regarding non-profit or charitable organizations, financial transactionsfor which there appears
to benological economic purpose or inwhich there appearsto be no link between the stated
activity of the organization and the other partiesin thetransaction.

(v) A safedeposit box isopened onbehdf of acommercia entity when the businessactivity of the
customer isunknown or such activity does not appear to justify the use of asafe deposit box.



(vi) Unexplanedincong stenciesarising fromtheprocessof identifying or verifying thecustomer (for
example, regarding previousor current country of residence, country of issue of the passport,
countriesvisited according to the passport and documentsfurnished to confirm name, address
and date of birth).

E. Transactions Linked to locations of concern

() Transactionsinvolving foreign currency exchangesthat arefollowed within ashort timeby wire
transfersto locations of specific concern (for example countriesdesignated by nationd authorities.
FATF non-cooperative countriesand territories, ett.c.)

(i) Depostsarefollowed withinashort timeby wiretransfersof funds, particularly to or througha
location of specific concern (for example countries designated by national authorities, FATF
non-cooperative countriesand territories, et.c)

(i) A businessaccount which alarge number of incoming or outgoing wiretransferstake placeand
for which there gppearsto be nological businessor other economic purpose, particularly when
thisactivity isto, through or from locations of specific concern.

(iv) Theuseof multiple accountsto collect and then channel fundsto asmall number of foreign
beneficiaries, both individua sand bus nesses, particularly when these areinlocationsof specific
concern.

(V) A customer obtainsacredit instrument or engagesin commercid financid transactionsinvolving,
movement of fundsto or from locations of specific concern when there appearstobenologica
busi nessreasonsfor dealing with thoselocations.

(vi) Theopening of accountsof financial ingtitutionsfrom locations of specific concern.

(vii) Sending or receiving fundsby internationd transfersfrom and/or to locations of specific concern.

SOURCES OF INFORMATION

() Anti-money Laundering Guidance Notesfor the Finance Sector issued by the Jersey Financia
ServicesCommisson.

(i) Guidancefor Financid Ingtitutionsin detecting Terrorist Financing issued by the Financid Action
Task Force. (FATF)

(ii) Customer DueDiligencefor banksissued by the Basedl Committee on banking Supervision.

(iv) FATFMember States.

(v) FATF Identification of Non-Cooperative Countriesand Territories.

(vi) Guideto Fitand Proper issued by the MauritiusFinancia ServicesCommission



ANNEXURE 1

EXAMPLES OF SUSPICIOUS TRANSACTIONS / ACTIVITIES

Unusual characteristics or activities and changes in bank transactions

(vii)

(viii)
(iX)

()
(xi)

(i)

(xiii)

(xiv)

Cash depositsrelating to transactionsthat would normally be settled by cheque. For example
corporate accountswhere depositsor withdrawal sare primarily in cash rather than cheques.
Request to exchangelarge quantities of |ow denominationsfor higher denominations.
Reguestsfor cheque clearance of large sums.

Matching paymentsout with creditspaid in by cash on the same or previousday.

Sgnificant turnover inlargedenomination billsuncharacterigticfor thebank’s(or branch’s) location.
Rapidincreasein size and frequency of cash depositswithout any corresponding increasein
non-cash deposits.

A customer who suddenly pays up alarge problem |oan with no reasonabl e expl anation of the
sourceof funds,

A depositor who purchases money orderswith large amountsof cash.

Mixing of cash depositsand monetary instrumentsin an account which such transactionsdo not
appear to have any relation to the normal use of theaccount.

Wherethe customer’s stated purposefor aloan does not make economic sense.

A dormant account containing aminimal sum suddenly receivesadeposit or seriesof deposits
followed by daily cash withdrawal srunning down the transferred amount.

An account for which several personsaresignatories, yet the personsappear to havenorelation
among each other (either family tiesor businessrelationship).

The opening by the same person of multiple accountsinto which numeroussmall depositsare
madethat in aggregate are not commensurate with the expected income of the customer.

Non- profit or charitable organizations - Financial transactionsfor which there appearsto be
no link between the stated activity of the organization and the other partiesinthetransaction.

Funds transfer activities......

(xv)

(xvi)

(xvii)

(xwiii)
(xix)

Thesending or receipt of frequent or largevolumesof wiretransfersto and from offshoreingtitutions
Cugtomerstrandferring large sumsof money to or from overseaswith specific requestsfor payment
incash.

International transfersfor accountswith no history of such transfersor wherethe stated business
of the customer doesnot warrant such activity.

Significant changesin currency shipment patterns between correspondent banks.

Depositsthat arefollowed withinashort timeby wiretransfersof fundsto or through alocation
of specific concern, such asacountry withlax controls
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Insufficient or suspicious information.......

(xx) A budinessthatisrductant to provide completeinformation regarding the purpose of thebusiness
or detailsof busnessactivities, prior banking relaionships, directors, or thelocation of thebusiness.

(xxi)) A budnessthatisrductant to providedetailsabout itsactivitiesor to providefinancid statements.

(xxii) A businessthat providesfinancid statementsthosearenoticeably different fromthoseof smilar
businesses.

(xxiii) A customer whoisunwillingto provide persond background information.

(xxiv) A customer who hasno record of past or present employment on aloan application.

(xxv) A customer who has no record of past or present employment but makes frequent large
transactions.

Attempts to avoid reporting or record keeping requirements......

(xxvi) A customer whoisreluctant to provideinformation required for identification, and record keeping
pUrposes.

(xxvii) A customer who doesnot givedetailson record of past or present employment onaloan gpplication
form.

(xxviii) A customer who attemptsto coerce abank employeeto not filerequired record keeping or
reportingforms.

(xxix) A customer who requestsfor exemption from reporting or other requirements.

(xxx) Thedeposit or withdrawa of cashinamountswhichfal consstently just below identification or
reporting thresholds.

Banking institution employees.....
(xxx)  Anemployeewhoselavishlifestyle cannot be supported by hissdary.

(oxxii) Reluctanceby anemployeeto takeavacation.
(i) Mysteriousdisappearances or unexplained shortagesof significant amountsof bank funds.

Theaboveligtisnotintended to beall inclusive.



ANNEXURE 2

MINIMUM Contents of Suspicious TRANSACTION / Activity Report
() Reporting Banking Institution Information

(odiv)  Nameand addressof ingtitution
(xxxv)  Nameand addressof Branch wheretheactivity occurred

(i) Suspect Information

(oxvi)  Full Namesor Nameof Entity
(oxvi)  Address

(oxviii)  PhoneNumber - Residence - Work
(oxix)  Occupation/ Typeof business

(D Dateof birth

(i) Formsof identification - National registration number

- Valid Passport Number
- Zimbabwean Driver’sLicense

(xlii) Reationshiptofinancid ingtitution (Employee, Director, Officer,
Shareholder, Customer etc.)

(iii) Description of the suspicious activity
(xiii) Typeof transaction

(liv) Amountinvolved
(xv) Other detailsnecessary to understand thetransaction

(iv)  Action already taken
(xivi) If aninsider isinvolved what action hasbeen taken?
(xvii) Hasany law enforcement agency been advised?If yes, providename of agency,
name and tel ephone number of person(s) contacted, and by what method
(telephone, written communication, etc)
(v) Contact person
(Xlviii) Full names
(Xlix) Title/ Designation
()] Contact telephone number

(vi) Date of suspicious transaction and date of preparation of report
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